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1
Decision/action requested

It is proposed to approve the solution detailed in the contribution.
2
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3
Rationale

This contribution proposes the security handling of MBS traffic for the MOCN deployment scenario.
4
Detailed proposal

********************START OF CHANGES**********************
6.1
Mapping of solutions to key issues

Table 6.1-1: Mapping of solutions to key issues

	Solutions
	KI#1
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********************NEXT CHANGE**********************
6.A
Solution #A: MBS Traffic Key distribution for MOCN deployment scenarios
6.A.1
Introduction 

This solution addresses Key Issue #1 to provision appropriate keys (keys that will be used to protect the MBS content at the service layer) to the UE to handle the protected MBS traffic over the MOCN deployment scenarios. The MBS Traffic Key (MTK) is generated by the AF and provided to the CN NF to distribute and use it. 
The AF performs the MTK generation and provides the MTK for all deployment scenarios. 
6.A.2
Solution details

If the MTK is derived by the AF and provided it to the PLMNs, then all the PLMNs of the MOCN will distribute the same MTK to all the MBS authorized UEs it serves. Therefore the UEs in a shared RAN even if the serving PLMN are different, will have the same MTK and UEs will be able to handle the protected content even if it is protected by the non-serving PLMN. 
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Fig 6.A.2-1: MTK generation and distribution for MOCN deployment scenario
Figure 6.A.2-1 includes only the relevant steps specified in TS 23.247 [6] for the AF to provide the MTK to the NEF/MBSF and details of distribution of the MTK by the NEF/MBSF for MBS traffic protection. As shown in the Figure 6.A.2-1, the steps 1 to 6 are performed for the PLMN-1 and also for the PLMN-2 for the MBS session ID.
0) The AF generates the MTK and selects the security algorithm for the MBS session ID.
1) The AF provides the security data (MTK, MTK ID and selected algorithm(s)) to the NEF/MBSF. 
2-3) The MBSF includes the received security data in the multicast session security context and provides it to the MB-SMF. The SMF obtains the multicast session security context from the MB-SMF and provides it to the UE, as specified in TS 33.501 [3].
4-5) The NEF/MBSF provides the received security data to the MBSTF. Upon receiving the security data from the NEF/MBSF, the MBSTF uses the provided MTK for MBS traffic protection, instead of deriving a MTK for the specified MBS session ID.
6) The NEF/MBSF provides response for the received Nnef_MBSSession_Create request.
Editor’s note: Handling of MTK refresh is FFS.
6.A.3

System impact

The key distribution procedure aligns with the session management procedure as defined in TS 23.247 [6].
6.A.4
Evaluation

This solution details the distribution of the MTK key (that will be used to protect the MBS content at the service layer) to the UE to handle the protected MBS traffic over the MOCN deployment scenarios.
Editor’s note: Further system impact and evaluation details are FFS.
********************END OF CHANGES*********************
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