3GPP TSG-SA3 Meeting #108e-AdHoc 
draft_S3-222819-r2
e-meeting, 10 - 14 October 2022
Source:
Nokia, Nokia Shanghai Bell
Title:
Central authorization function for user consent
Document for:
Approval, Information, Discussion

Agenda Item:
5.22
1
Decision/action requested

Add a key issue and solution on handling of authorization of user consent retrieval.
2
References

[1]
3GPP TR33.896
3
Rationale

Add a key issue and solution on handling of authorization of user consent retrieval.
4
Detailed proposal

***** START OF CHANGES

5.X
Key Issue #X: Unified framework for user consent related data retrieval, notification, and revocation  

5.X.1
Key issue details

User consent is stored in the UDM/UDR. All NFs/AFs must retrieve the consent flag from the UDM and accordingly collect the data from a UE or UE related data from other NFs. However, not all NFs/AFs do contact UDM before collecting data. 
For example, AF does not interact with UDM before collecting the data related to a UE. Even if AF interacts with UDM for the user consent, then AF collects data via AMF, therefore AMF also needs to coordinate with UDM before collecting data from a UE or UE related data from other NFs. This means, that the same consent checking is necessary at multiple places/NFs. 
The SBA related framework provides for authorizing services. But there is no authorization in the 5GC which allows or disallows NFs/AFs to collect UE/user-related data. Furthermore, keeping track of revocation and which NF has received which UE-related user consent details seems to become tedious. Rel-17 TS 33.501 clause V.2 states that user consent revocation service is not provided by UDM. 

This key issue looks into the benefits of a unified framework such as a central authorization function or a service for coordinating and keeping track of user consent retrieval, notification, and revocation. 

5.X.2
Security threats

When user consent needs to get revoked, all NFs/AFs that have asked for user data beforehand need to revoke them. Otherwise, there is the danger that some NFs/AFs are not tracked and thus not informed about the revocation demand. This can result in accessing user-related data by NFs/AFs even after revocation by the user.
5.X.3
Potential security requirements

In addition to the requirements listed in TS 33.501 clauses V.1 and V.4:

The 5GS shall ensure that only authorized NFs/AFs can access user consent parameters.

The 5GS shall ensure that all NFs/AFs that collected user consent related data are notified.
***** NEXT CHANGE
>>> Solution deleted
***** END OF CHANGES
