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Decision/action requested

Resolution of EN in 6.7.3.
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Rationale

Resolution of EN in 6.7.3.)

4
Detailed proposal 
****** START OF CHANGES

6.7.3
Evaluation

The solution proposed allows the authorization server, i.e., NRF, to issue an access token that can be used by all members of an NF Set or NF Service Set. The concept of NF Set and NF Service Set has been introduced by 3GPP. This solution enables optimization that is sought from the mutual redundancy among the NF instances of the set. It would be less optimized if each instance needs to request its own token. 

Using the same access token for a NF Service Consumers belonging to one NF Set is not explicitly described by RFC 6749. Other literature mentions group access tokens, but further investigation on the impact managing an access token used by NF Service Consumers of the same set is needed.

According to RFC 6749, each NF instances needs to register with the authorization server (NRF) as a separate OAuth2.0 client before the authorization server is able to issue such a token which can be used by all members of the NF Set. 

Since CCA is used for Indirect communications when SCP in the path between the NF Service Consumer and the NF Service Producer, including NF set ID and/or NF service set ID into the CCA only work for the case of indirect communication but not in the direct communication case.

Including NF set ID in the NF certificate is not a flexible mechanism which requires an intervention in case of the NF instance is removed from a specific NF set ID and/or NF service set ID or added to another NF set ID or NF service set ID. On the other hand, if any of these operations are done to any NF instance, the NF instance will update its profile with the NRF automatically and the update is almost dynamic for the rest of the processes.

This solution requires that in case of any change to the list of members of the NF set, all existing access token with the impacted NF Set ID and/or NF Service Set ID should be destroyed and not used. A new access token is required. 

Since NF Service Producers can indicate in their profile allowedxxx IEs, configuration effort is necessary so that they are consistent with the NF sets. 
This solution requires each NF Service Consumer to register its profile and maintains it always updated at all the time with the NRF.

From a security perspective, having an access token issued for a specific NF service consumer to be used to authorize a single NF service consumer instance at a set of NF producer is quite different than having a single access token issued for a group of NF service consumers to receive service at a specific NF service producer or a set of service producers.

In the first case, only one NF service producer receives the access token at a time to validate the NF service consumer instance whether it is allowed to receive the service or not. Each NF service producer will have the ability to validate whether the NF service consumer instance was authorized or not via the access token validation process. There is no security risk what so ever in this scenario as the access token is issued to authorized a single entity, the NF service consumer instance. It is important to note that the NF service producer is NOT required to maintain or save the access token. 

However, in the case of a set of NF service consumers sharing the same access token, the access token may ends up being saved at multiple places rather than one which causes a security risk. In addition, the access token does not reflect the identity of the NF service consumer instance that is requesting access to the service resource at the NF service producer and this way the NF service producer is not able to validate whether the NF service consumer instance requesting the service is authorized to receive service or not.

In comparison, that is why no certificate is issued for multiple entities to be used by a group of entities, e.g., NF service consumers set, to be used to blindly authenticate a member of the group., for example.
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