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1
Decision/action requested

This pCR updates TR 33.894 Clause 5 ‘Evaluation of the current security mechanisms’.
2
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3
Rationale

This pCR provides evaluation of the current security mechanisms by considering the tenets of Zero Trust described by the NIST [2]. Further it is worth noting that, according to [2], ‘The tenets attempt to be technology agnostic.’.

4
Detailed proposal

SA3 is kindly requested to agree on the pCR below to TR 33.894

*****Start of Change 1*****

5.Y
Tenet #2: All communication is secured regardless of network location
5.Y.1
Description
According to the NIST tenet 2 in [2], ‘Network location alone does not imply trust. Access requests from assets located on enterprise-owned network infrastructure (e.g., inside a legacy network perimeter) must meet the same security requirements as access requests and communication from any other nonenterprise-owned network. In other words, trust should not be automatically granted based on the device being on enterprise network infrastructure. All communication should be done in the most secure manner available, protect confidentiality and integrity, and provide source authentication.’.

The relevant principle for 5GS core network is that, all communications should be done in the most secure manner available, such as with confidentiality, integrity, and source authentication (as applicable).That implies there is default trust inside a secure domain. As a result, except supporting secure communications, other aspects mentioned in the tenet-2 is not applicable to the telecommunications network.
5.Y.2
Relevant security mechanisms

All the security mechanisms specified in TS 33.501 [b] pertaining to SBA communication such as in clause 13.1 as well as non-service based interfaces involving an entity in the 5G Core network such as clause 9, 12, etc.

















5.Y.3
Evaluation

In general, the tenet is about communication security. From this perspective, the 5G Core security standards provide two means to protect communication in and with the 5G Core. On the network layer, there is the NDS/IP framework, relying on IPsec, specified in TS 33.210 [a]. On the transport layer there is TLS for which the profile is also captured in TS 33.210 [a]. Both security protocols provide integrity, confidentiality and replay protection. NDS/IP is applicable to all interfaces involving the 5G Core since they are all IP based. TLS is on the other hand applicable to all service-based ones since they are HTTP based. IPsec has the advantage of providing topology hiding but TLS whenever applicable can alleviate the dependency on perimeter security should the IPsec tunnel be terminated at the perimeter. With TLS the operator can further push the protection end points deeper within the perimeter.

Based on this analysis, no further actions are needed with respect to this tenet since the 5G Core standards provide the necessary means to secure the communication with and within the 5G Core and also independently of the location of the end points.


Except supporting secure communications, other aspects mentioned in the tenet-2 is not applicable to the telecommunications network.

*****End of Change 1*****

�Not clear why we need to copy all the security requirements here. It is enough with pointers.





