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1
Decision/action requested

SA3 is asked to approve this addition to TR 33.894
2
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3
Rationale

This submission contains a gap analysis comparing the NIST zero trust tenets to current 3GPP security mechanisms for the 5G Core. For this analysis, some thought was put into how the tenets specifically apply to a 5G Core since the NIST Special Publication 800-207 Zero Trust Architecture utilizes a user-to-enterprise example for applying the zero trust tenets. Further it is worth noting that, according to [2], ‘The tenets attempt to be technology agnostic.’.
4
Detailed proposal

***
BEGINNING OF 1st CHANGE   ***

5.Y
Tenet #4: Access to resources is determined by dynamic policy—including the observable state of client identity, application/service, and the requesting asset—and may include other behavioural and environmental attributes 

5.Y.1
Description 

According to NIST tenet 4 in [2], “An organization protects resources by defining what resources it has, who its members are (or ability to authenticate users from a federated community), and what access to resources those members need. For zero trust, client identity can include the user account (or service identity) and any associated attributes assigned by the enterprise to that account or artifacts to authenticate automated tasks. Requesting asset state can include device characteristics such as software versions installed, network location, time/date of request, previously observed behavior, and installed credentials. Behavioral attributes include, but not limited to, automated subject analytics, device analytics, and measured deviations from observed usage patterns. Policy is the set of access rules based on attributes that an organization assigns to a subject, data asset, or application. Environmental attributes may include such factors as requestor network location, time, reported active attacks, etc. These rules and attributes are based on the needs of the business process and acceptable level of risk. Resource access and action permission policies can vary based on the sensitivity of the resource/data. Least privilege principles are applied to restrict both visibility and accessibility.”.
Tenet 4 can be broken into two actionable security processes for the 5GC. 
The relevant principle for 5G core is that, evaluating the trust of the requester which for the purposes of the 5GC is the Client/Service Consumer NF. Where access to network services and related data (i.e., resources) need to be determined by dynamic policy considering the security related monitoring and evaluated trust which is derived based on observable state of network function, application/service, and the requesting service or data (i.e., asset)—and may include other behavioral (e.g., malicious behaviours) and environmental attributes (e.g., reported attacks) of the network function(s).
Taking an action of allowing/denying the resource access related to NFs and services (e.g., access control over NF services).
5.Y.2
Relevant security mechanisms 

Currently NWDAF supports data collection and analytics provision for various process related to performance, load, etc., But currently there are currently no security procedures specific in the standard  e.g., in TS 33.501which is capable of performing the network function level security monitoring and evaluating the trust of a requestor (Client/service Consumer NF) to enable  dynamic security monitoring and trust related access control (i.e., allowing or denying) for the NF service access. 
5.Y.3
Evaluation 

Where relevant the progress related to the logical network function from the ongoing SA3 security works can be considered for providing the needed security mechanisms for evaluating the trust of a requestor cosidering the security monitoring information (e.g., malicious behaviours, reported attacks etc). 
In addition to the ongoing work, more work needs to be done on how to support a procedure to enable malicious behaviour and attack related monitoring and evaluating the trust of the service requestor. Until then the 5GC does not meet this part of Tenet 4.

Further, the functionality of Tenet 4 to allow/deny a resource access (such as service access) between two NFs based on trust related to NF behaviour (e.g., can include (but not limited) to any malicious NF behaviour related analytics) and NF state (e.g., can include (but not limited) any attack reported related analytics) is not supported by the 5GC. 
***
END OF 1st CHANGE   ***













***
END OF 2nd  CHANGE   ***s
