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1
Decision/action requested

SA3 is asked to approve this addition to TR 33.894
2
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3
Rationale

This submission contains a gap analysis comparing the NIST zero trust tenets to current 3GPP security mechanisms for the 5G Core. For this analysis, some thought was put into how the tenets specifically apply to a 5G Core since the NIST Special Publication 800-207 Zero Trust Architecture utilizes a user-to-enterprise example for applying the zero trust tenets. Further it is worth noting that, according to [2], ‘The tenets attempt to be technology agnostic.’. 

4
Detailed proposal

***
BEGINNING OF 1st CHANGE   ***

5.Y
Tenet #5: Security posture
5.Y.1
Description 

According to tenet 5 in [2], "The enterprise monitors and measures the integrity and security posture of all owned and associated assets". 

Editor's Note: description is FFS
5.Y.2
Relevant security mechanisms 


The mechanisms specified in TS 23.288 [a] pertaining to data collection from NFs, e.g. clause 6.2.2 and analytics, e.g. clause 6.7.


5.Y.3
Evaluation 

In general, the tenet touches upon two aspects. The first one is related to operation security. In this regard, it is expected that the proper security practices and guidelines are followed during deployment and operations in order to detect and mitigate vulnerabilities. This includes as described in [2] regular updates, security patches, and mitigation plans should there be a breach, etc. The enforcement of such practices depends heavily on the implementation and deployment context, e.g. infrastructure, enterprise network, etc. Therefore, it does not warrant the development of standard solutions. Nevertheless, it is worth mentioning that the 3GPP security standards in general are continuously evolving. In fact, vulnerabilities in the security mechanisms revealed either by individual 3GPP members or through one of the established CVD programs are always discussed and remediated whenever deemed necessary. 

Editor's Note: Evaluation of the second aspect related to monitoring and measuring, required to evaluate the security posture of assets, is FFS.





***
END OF 1st CHANGE   ***

�This part of the text is copied from S3-222517 (Huawei)


�It’s a copy paste from S3-222517 to have Huawei’s perspective.





