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1
Decision/action requested

This contribution proposes to add Key issue on Support direct communication path switching between PC5 and Uu.
2
References

[1]
3GPP TS 33.503 "Security aspects of enhancement for proximity based services in the 5G System".

3
Rationale

This contribution proposes to add a new key issue on support direct communication path switching between PC5 and Uu. While SA2 has already started the related issue in TR 23.700-33. 
4
Detailed proposal

**** 1st CHANGE ****

5.X
Key Issue #X: Support direct communication path switching between PC5 and Uu (i.e. non-relay case)
5.X.1
Key issue details

TR 23.700-33 [XX] , key Issue #3: Key Issue #3: Support direct communication path switching between PC5 and Uu (i.e. non-relay case), has the following key issue:

-
Whether and how to support path switching from direct NR Uu communication path to direct NR PC5 communication path or vice versa for both commercial and public safety services..
Based on the conclusion part, the clause 8.3 in TR 23.700-33:

UEs may further negotiate to determine which ProSe services to be are switched.-For the path switching from the a PC5 path to a Uu path, one of the UEs may notify the peer UE of being not able to perform the path switching (e.g. under congestion control or mobility restriction) or having no willing to perform the path switching to avoid the peer UE performing the path switching.

However, if  both UEs’  signaling security policy for PC5 are Not needed, in this case the path switch negotiate procedure negotiate may be tampered, the UEs can not switch PC5 to Uu correctly.
5.X.2
Security threats

Potential security vulnerabilities exist if integrity protection is not enabled during the path switch, the attacker could tamper the data during the path switching without integrity protection. 
5.X.3
Potential security requirements

3GPP system shall provide means to protect security (i.e., the integrity protection) while supporting direct communication path switching between PC5 and Uu.
**** END OF CHANGES ****

