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1
Decision/action requested

This contribution proposes to add  a Key issue on subscription synchronization.
2
References

[1]
3GPP TS 33.740 "Study on security aspects of Proximity Based Services (ProSe) in 5G System (5GS) phase 2".

3
Rationale

This contribution proposes to add a new key issue on subscription synchronization. As specified in TS 33.503 [XX] clause 6.3.3.3.2, the PAnF shall store the Prose context info (i.e. SUPI, RSC, 5GPRUK, 5GPRUK ID) for the 5G ProSe Remote UE. And the PAnF retrieves 5GPRUK based on the 5GPRUK ID and checks whether the 5G ProSe Remote UE is authorized to use the UE-to-Network Relay service based on received RSC. However, the subscription data maybe updated in the UDM. If the PAnF is not notified while the subscription data updated, the UE will be authorized to use the service even the subscription data is modified in the UDM. 

However, it require an interface between PAnF and UDM, which is not defined in R17. Therefore, this pCR propose to fix this issue in R18.
4
Detailed proposal

**** 1st CHANGE ****

5.X
Key Issue #X: Support Remote UE subscription synchronization 
5.X.1
Key issue details

As specified in TS 33.503 [XX] clause 6.3.3.3.2, The PAnF shall store the Prose context info (i.e. SUPI, RSC, 5GPRUK, 5GPRUK ID) for the 5G ProSe Remote UE… PAnF retrieves 5GPRUK based on the 5GPRUK ID and checks whether the 5G ProSe Remote UE is authorized to use the UE-to-Network Relay service. However, the Remote UE subscription data may be updated in the UDM. If the PAnF is not notified when the Remote UE subscription data is updated, the Remote UE will be authorized/unauthorized to use the service even though the subscription data is modified in the UDM. 
5.X.2
Security threats

Potential security vulnerabilities exist if the PAnF is not notified when the Remote UE subscription data is updated.  The relay service can be accessed by an unauthorized Remote UE, or cause unavailability to authorized Remote UE.
5.X.3
Potential security requirements

3GPP system shall provide means to support Remote UE subscription synchronization between PAnF and UDM.
**** END OF CHANGES ****

