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1
Overall description

SA3 would like to thank the RAN3 for their LS on NCR Solutions.


SA3 has further discussion on the Questions from RAN3 and would like to share the views as below:

To SA3 Q1a: Is there any security issue for solution 2 which does not provide Uu security, non-protected NCR indication info and the OAM container in Step 5?
Answer to RAN3:

Yes. For solution 2, SA3 believes that this information can be tampered due to the lack of Uu security. It exposes the OAM indirectly to attacks over the air interface. 
To SA3 Q1b: Does SA3 believe that the NCR needs to be securely validated? Any security issue for configuring locally stored information in the gNB in Solution 1?
Answer to RAN3: 

For the 1st question in Q1b, SA3 is not clear about what does "validation" mean in solution 1. SA3 assumes "validation" in Q1b means "authentication and authorization"; if this is the case, then yes, NCR needs to be securely validated..
For the 2nd question in Q1b, SA3 cannot provide answers before the security validation related steps in solution1 are clarified. In addition, the feasibility to have such additional steps as well as what kind of information is stored in RAN are also unclear. Typically RAN does not perform such procedure. SA3 believes that performing validation in gNB is not scalable as the information is not available in RAN. The authenticity of the NCR shall be verified by the Core Network. SA3 believes that the authorization should be done in the Core Network.
2
Actions

To RAN3, SA5:  3GPPSA3 kindly asks RAN3 to take the above into account. 
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