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1
Overall description

SA3 would like to thank the RAN3 for their LS on NCR Solutions.

According to the discussion in SA3, we understand that the NCR is only used to forward the user’s data between gNB and UE without additional processing. 
SA3 has further discussion on the Questions from RAN3 and would like to share the views as below:

To SA3 Q1a: Is there any security issue for solution 2 which does not provide Uu security, non-protected NCR indication info and the OAM container in Step 5?
Answer to RAN3:

For solution 2, SA3 believes that this information can be tampered due to the lack of Uu security. If RAN3 believes the information need to be protected, SA3 recommends to protect this information, if possible.
To SA3 Q1b: Does SA3 believe that the NCR needs to be securely validated? Any security issue for configuring locally stored information in the gNB in Solution 1?
Answer to RAN3: 

For the 1st question in Q1b, SA3 believes that additional procedure for NCR validation in Solution-1 is beneficial to avoid the unintended deployment of licensed NCR or faked equipment with the ability to access the network. And from SA3’s point of view, both the validation for subscriber and device are needed. Solution 1 provide the method to verify the NCR device, which solution 2/3/4 do not.
For the 2nd question in Q1b, SA3 believes that in solution-1, the delivering of assist information is conducted over the protected Uu link, which satisfies the existing security requirement. For the locally stored information, in SA3’s view, no security issues are foreseen since only the information required for validation is needed and the infrastructure including gNB is normally well-protected.
2
Actions

To RAN3, SA5:  3GPPSA3 kindly asks RAN3 to take the above into account. 
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Dates of next TSG SA WG3 meetings
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