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1
Decision/action requested

It is requested to approve the new KI on AI/ML data classification.
2
References

[X]

S3-221188 "New SID on Security and Privacy of AI/ML-based services and applications in 5G"

[Y]

3GPP TR 23700-80 "Study on 5G System Support for AI/ML-based Services"

3
Rationale
This contribution introduces a new KI in the SID on Security and Privacy of AI/ML-based services and applications in 5G.

It is related to objective #3 in SID S3-221188 [X] which is defined as

3. The authentication and authorization involving data collection and sharing among UE, AF and the network to take part in application layer AI/ML operation. 

Companion contributions in S3-222602 and S3-2226034 discuss the need to protect the AIML data transmitted among 5GC and AF.  Exposure of different types of AI/ML data may have different impact on the network or on the users. The same protection mechanism may not be appropriate for all data types. This contribution discusses and propose to classify the AI/ML data transmitted among 5GC and AF in order to develop appropriate security requirements and protection.
4
Detailed proposal

**** START OF CHANGE ****
Annex.X
Classification and protection of AI/ML data transmitted among 5GC and AF
6.X.1
General
According to TR23700-80, different AI/ML data needs to be transmitted among 5GC and AF to facilitate various application AI/ML operations. Exposing this data may cause different impact on network or user depending on the nature and purpose of the data. Some may be considered user privacy-sensitive, such as data analytics (e.g., QoS sustainable analytics) may help to determine sensitive information such as subscription location and exposing these data analytics to an unauthorized AF will cause serious privacy breach issue. Some of the data (e.g., NF load analytics) is related to the state of network, and attackers may use it to perform serious attacks, such as DoS attack or lead legitimate UE to believe the incorrect state of the network (e.g., network is busy when in fact it is not) on the network side. Some of the other data (e.g., RSRP) may not be related to security and privacy and exposing them may have little or no impact to the security of the network. Since the data exchanged among 5GC and AF are essential for 5GC to provide the necessary assistance for the application AI/ML operations and not all data requires the same type of protection, it is beneficial to categorize the different type of data so that the appropriate protection scheme can be applied.  

Table 1 below lists various data based on the Solutions from TR 23.800-70 among 5GC and AF from the perspective of privacy and security 

	Data Source　
	Data Type
	Detailed Data
	Solution from SA2
	Data Flow

	UE-related data
	· UE Status
	· Network authorization status of the UE
	#33
	5GC->AF

	
	· 
	· Radio link quality (RSRP)
	#6
	5GC collects

	
	· UE location
	· TAI
	#6
	

	5GC-related data
	· Prediction Information
	· Packet loss rate prediction
	#2、#10、#30
	5GC->AF

	
	· 
	· Network congestion prediction
	#31
	5GC->AF

	
	· 
	· Network load predictions at UE locations
	#6、#23
	5GC->AF

	
	· Slicing Information
	· S-NSSAI
	#2、#5、#6、#13、#17
	

	AF-related data
	· Expected UE Behaviour parameters
	· Target AOI
	#9、#12、#16、#18、#23
	AF->5GC

	
	· 
	· UE address(es) (IP address or MAC address) 
	#12、#16
	

	
	· 
	· Training time period
	#9、#23、#25
	

	
	· Data rate reporting
	· Group Maximum Bit Rate (Group-MBR)
	#12、#15
	

	Network-assisted data
	· 
	· 
	
	

	
	· 
	· 
	
	

	
	· 
	· 
	
	

	
	· 
	· 
	
	

	
	· Congestion
	· 
	
	

	
	· 
	· User data congestion time prediction
	#6
	5GC->AF

	
	· QoS
	· QoS Sustainability Analytics（NWDAF）
	#2，#3、#6、#7、#27, #28
	5GC->AF

	
	· 
	· 
	
	


Table-1 Data used in AI/ML operations




**** END OF CHANGE ****
