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1
Decision/action requested

It is requested to approve the new KI on authorization of UE accessing 5GC analytic information.
2
References

[X]

S3-221188 "New SID on Security and Privacy of AI/ML-based services and applications in 5G"

[Y]

3GPP TR 23700-80 "Study on 5G System Support for AI/ML-based Services"

3
Rationale
This contribution introduces a new KI in the SID on Security and Privacy of AI/ML-based services and applications in 5G.

It is related to objective #2 in SID S3-221188 [1] which is defined as

2.  The authentication and authorization involving data collection and sharing among UE, AF and the network to take part in application layer AI/ML operation. 

4
Detailed proposal

**** START OF CHANGE ****
6.X
KI #X: authorization of UE accessing the 5GC analytics information

6.X.1
Key issue details
As per KI#2 in SA2 AIML TR 23700-80[Y], 5GC needs to expose information or data analytics such as NF load analytics, QoS Sustainability Analytics,  User Data Congestion Analytics, Network Performance Analytics, etc.to the UE to facilitate  Application AI/ML operation for the AF. Some of data analytics may contain the privacy information of other UEs(e.g. QoS Sustainability Analytics,  User Data Congestion Analytics, etc), and exposing these data analytics to an unauthorized UE will cause serious privacy breach issue. There is a need to study how to protect such privacy-related data analytics. In addition, 5GC needs to determine what information is required by UE to assist its local decision to support AF’s AI/ML operations that can be exposed and what information is not required for AI/ML operations.  
This Key Issue is related to objective #2, and aims at studying what data analytics are related to UE’s privacy, how 5GC protects these privacy-related analytics and addressing the authorization of UE to access the data analytics from 5GC.

6.X.2
Security threats
UE data analytics exposed to unauthorized UEs may lead to the subject UE’s privacy information to be revealed that can result in the UE being tracked or traced. 5GC unnecessarily exposing data analytics to UE (either authorized or unauthorized) can lead to network information being misused and abused by adversaries. 
6.X.3
Potential requirements
5GC shall provide means to authorize a UE before exposing UE or network data analytics to UE to assist with AF’s AI/ML operations.

5GC shall provide means to protect network’s sensitive data analytics when it exposes data analytics to UE.
Editor’s Note: This KI is pending SA2 conclusion on the same.
**** END OF CHANGE ****
