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1
Decision/action requested

It is requested to approve the new KI on authorization of AF accessing 5GC assistance information.
2
References

[X]

S3-221188 "New SID on Security and Privacy of AI/ML-based services and applications in 5G"

[Y]

3GPP TR 23700-80 "Study on 5G System Support for AI/ML-based Services"

3
Rationale
This contribution introduces a new KI in the SID on Security and Privacy of AI/ML-based services and applications in 5G.

It is related to objective #2 in SID S3-221188 [X] which is defined as

2.   The authentication and authorization involving data collection and sharing among UE, AF and the network to take part in application layer AI/ML operation. 

4
Detailed proposal (all new)
**** START OF CHANGE ****
6.X
KI #X: Privacy and authorization for 5GC assistance information exposure to AF
6.X.1
Key issue details
As per KI#3 in SA2 AIML TR 23700-80[Y]studies the exposure of different types of assistance information such as  traffic rate, packet delay, packet loss rate, network condition changes, candidate FL members, geographical distribution information etc.. to AF for AI / ML operations. Some of assistance information could be user privacy sensitive, such as candidate FL members, geographical distribution information etc. In some cases a single piece of information alone would not be considered as privacy-sensitive, but the combination of that piece of information along with other seeming unrelated privacy data could potentially reveal user privacy There is a need to study how to protect such privacy-related assistance information. In addition, 5GC needs to determine which assistance information is required by AF to complete AI/ML operation and to avoid exposing information that is unnecessary for AI/ML operations.
This Key Issue is related to objective #2, and aims at studying what assistance information is related to user privacy, how 5GC protects these privacy-sensitive information, and how 5GC authorizes AF to access such assistance information.

6.X.2
Security threats
Without proper privacy protection mechanism, UE’s privacy information may be leaked resulting in loss of user privacy.
Unauthorized access of 5GC assistance information by AF can lead to misuse and user privacy leakage. 
6.X.3
Potential requirements
5GC shall support the protection of user privacy sensitive assistance information being exposed to AF.

5GC shall support authorization of AF for accessing assistance information.

**** END OF CHANGE ****
