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1
Decision/action requested

This document proposes to add the proposed solution for Restricted Discovery for Direct C2 in TR 33.891
2
References

3
Rationale

This contribution proposes a new solution for Restricted Discovery for Direct C2. 
4
Detailed proposal
**** START OF CHANGE ****

6.X
Solution #X: Restricted Discovery for Direct C2
6.X.1
Introduction

This solution addresses Key issue #4: UAV/UAV-C Privacy over PC5 link for C2 during discovery.
This solution proposes to reuse the security procedure for Restricted 5G ProSe Direct Discovery as defined in TS 33.503 [7], clause 6.1.3.2 as the baseline to provide confidentiality protection of the discovery messages to ensure the privacy of the UAV/UAV-C when dynamic discovery is used between UAV and UAV-C equipped with a UE. 
This solution proposes that the UAS NF may play a role similar (but simplified) to the ProSe AF on behalf of the USS. It is assumed that the USS is not expected to support DIAMETER-based protocols, SBA, or ProSe specific functionality (e.g., ProSe Application Code Suffix) as per existing aviation community requirements from Rel-17.
6.X.2
Solution details

As part of the Direct Discovery procedure, the UAV may act as the Announcing UE or Monitoring UE (and vice-versa for the UAV-C). 
The following steps are between the UE and DDNMF:

· The Announcing UE sends RPAUID corresponding to an aviation domain application User ID (e.g., CAA Level UAV ID) and its UE ID (i.e., GPSI) to the 5G DDNMF in its HPLMN and obtains a ProSe Restricted Code to announce and associated Code-Sending security parameters from the 5G DDNMF. For that, the 5G DDNMF checks for the announce authorization with the UAS NF which may check with USS and/or from locally stored information. If the UE is a UAV, the UAS NF verifies that a valid UUAA result is stored for the UE ID.
· The Monitoring UE sends its RPAUID, a target RPAUID corresponding to an aviation domain application User ID (e.g., CAA Level UAV ID) and its UE ID (i.e., GPSI) to the 5G DDNMF in its HPLMN and obtains Discovery Filter and the Code-Receiving Security Parameters from the 5G DDNMF to be allowed to monitor for the Restricted ProSe Application User IDs. For that, the 5G DDNMF checks for the monitoring authorization with the UAS NF which checks with USS if the RPAUID is allowed to discover/be paired with the target RPAUID. The 5G DDNMF of Monitoring UE may contact the 5G DDNMF of Announcing UE if they belong to different PLMNs.
The following steps are over PC5:

· The Announcing UE protects the announced discovery message using the Code-Sending security parameters as described in TS 33.503 [7], Figure 6.1.3.2.2.1-1 step 11.

· The Monitoring UE processes the security of discovery messages security that satisfies its Discovery Filter using the Code-Receiving Security Parameters as described in TS 33.503 [7], Figure 6.1.3.2.2.1-1 step 12 and 13-16 (if match reporting required).

6.X.3
Evaluation

NOTE:
Support for restricted discovery is to be determined in coordination with SA2.

