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[bookmark: _Hlk70411886]
*************** Start of 1st Change ****************.
[bookmark: _Toc91075003][bookmark: _Toc26886970][bookmark: _Toc19783186]6.3.3	Threats related to service access
[bookmark: _Toc91075004][bookmark: _Toc26886971][bookmark: _Toc19783187]6.3.3.1	Elevation of privilege via incorrect verification of access tokens
-	Threat name: Incorrect Verification of Access Tokens. 
-	Threat category: Elevation of Privilege, Information Disclosure, Denial of Service.
-	Threat Description: there are following threats if the generic NF cannot correctly verify the access tokens:
-	An access token may be tampered so that an attacker can arbitrarily access any services from any NF service providers within the same PLMN or in different PLMNs or SNPNs, which leads to elevation of privilege and consequently information disclosure.
-	An access token may be tampered so that an attacker can arbitrarily access the services of any slices provided by the NF producer instances (excluded from the list of NSSAIs or the list NSI IDs) within the same PLMN or in different PLMNs or SNPNs, which leads to elevation of privilege and consequently information disclosure.
-	An access token may be tampered so that an attacker can arbitrarily access the services provided by the NF producer instances outside the NF Set which it is allowed to access within the same PLMN or in different PLMNs or SNPNs, which leads to elevation of privilege and consequently information disclosure.
-	An access token may be tampered so that an attacker can arbitrarily access the disallowed resources or conduct disallowed actions on the resources for the services provided by a NF service provider within the same PLMN or in different PLMNs or SNPNs, which leads to elevation of privilege and consequently information disclosure.
-	An access token may be tampered so that an attacker can block service access by replacing the granted services/NF service providers with unavailable services/NF service providers, which leads to denial of service.
[bookmark: _GoBack]-	An expired access token can be replayed so that an attack can access the services which may no longer be allowed by the NF service provider, which leads to elevation of privilege and consequently information disclosure.
-	Threatened Asset: NF API data, NF Application, Sufficient processing capacity
NOTE x: This SNPNs authorization aspects only apply to UDMs, NRFs and AUSFs in Credentials Holders  Credentials Holder using AUSF and UDM for primary authentication.
*************** End of 1st Change ****************


