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1
Decision/action requested

This contribution proposes a new solution for SIV.
2
References

3
Rationale

The attestation of a VNF should be achieved by multiple attestations of VMs since one VNF is composed of multiple VMs. Measurements of a VM should be conducted by vBIOS and the measurements should be stored in the vRoT then. Therefore, this pCR proposes to make modifications on the measurements flow of solution#5.
4
Detailed proposal

It is proposed to approve the following changes for inclusion in TR 33.848.
***BEGIN OF First CHANGE***
6.6.2.2
Attestation in NFV Environments

In a NFV environment, a virtualised 3GPP NF executes inside a virtual instance (e.g., virtual machine or OS container) created by virtualisation software (e.g., hypervisor or container engine).  The virtualisation software mediates access to virtual resources that it abstracts from the physical resources in the hardware platform. The hardware platform includes other building blocks (e.g., BIOS, operating systems, etc.) for operation.  Therefore, the scope of attestation of a VNF comprises all the aforementioned systems and components involved. 

Attestation in an NFV environment is established with a chain of trust (CoT). That is, the trustworthiness of the VNF is guaranteed by the trustworthiness of the virtual instance, the trustworthiness of the virtual instance is guaranteed by the trustworthiness of the virtualisation software, and so on back to the trustworthiness of the hardware. A component participating in a CoT cannot influence its own measurement procedure, as its execution begins only after it has been measured and verified [14].  The CoT starts with an implicitly trusted attester, called a Root of Trust (RoT), and extends up to the last software component.

In the NFV architecture, components participating in the CoT are under the control of different domains. The VNF and virtual instance it runs within are in the 3GPP functional domain. Whereas the virtualisation software and the hardware platform are in the NFVI domain.

To illustrate the interdependency of attestation across domains, Figure 6.6.2.2-1 shows a conceptual flow of measurements needed to form a CoT from the hardware layer to the VNF. The steps include: 
1. RoT measures hardware (including supporting components: firmware/BIOS, OS, etc.)

2. Hardware measures virtualisation layer (e.g., hypervisor or container engine)

3. Virtualisation layer (e.g., hypervisor or container engine) measures the virtual resources(e.g., vBIOS)

4. Virtualized BIOS measures the virtual instance which makes up the VNF. The measurements will be stored in the vRoT which is provided by the virtualisation layer softwarer.
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Figure 6.6.2.2-1: Conceptual flow of measurements that form a CoT from the hardware layer to the VNF

A VNF’s trusted state relies on the state of trust of the underlying elements. More precisely, measurement of the VNF relies on a mechanism in the NFVI domain (in this example the vRoT). The cross-over in domain affects the scope of attestation for VNFs. The target of attestation, i.e., the VNF, is in the 3GPP functional domain and the mechanism for generating evidence on the target, e.g., the vRoT, is in the NFVI domain. Furthermore, trust in any measurements logged by the virtual resource (e.g., vRoT) is predicated on trust in the virtualisation layer software (e.g., hypervisor or container engine) that instantiates the resources to be used by the virtual instance (e.g., VM or OS container). 

Additionally, relying parties in the 3GPP functional domain that make decisions based on attestation results may need to influence what is measured during the attestation process according to the level of assurance required by the relying party. Different 3GPP VNFs (i.e., relying parties) may have different criteria for trustworthiness. These aspects on configuration are within scope of 3GPP.
*** END OF second CHANGE ***
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