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1
Decision/action requested

It is proposed to approve the key issue described in TR 33.737.
2
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3
Rationale

In the S3-220262 [1], it is stated that "though the roaming aspects have been discussed in SA3 previously, it seems there were still some misunderstandings and inconsistency where a study would help for clarification and completeness, for example, what is the roaming architecture for AKMA and whether there are potential security issues, etc". Therefore, a new key issue is required to address the problem of secure AAnF service request in roaming scenarios of AKMA.
4
Detailed proposal

*************** Start of the Change ****************

5.X
Key Issue #X: < Secure AAnF service request in roaming scenarios of AKMA>
5.X.1
Key issue details
This Key Issue aims at securing AF and AAnF in roaming scenarios of AKMA.

According to clause 13.4 of TS 33.501 [X], to securely request service from AAnF, AF needs to obtain token from the NRF. AF may need to leverage the certificate of the NRF to verify the token generated by the NRF.
 In roaming scenarios of AKMA, for a specific serving network, different roaming UEs have different home netoworks. To obtain service from AAnFs in the home network of UE, AFs that are located in the serving network have to maintain certificates of NRFs. 
Since there are many 3GPP operators in the world, the total number of certificates is large. And it is a huge burden for every AF in the serving network to keep these certificates and validate the token with these certificates. An efficient and secure mechanism should be studied to protect the AF and AAnF in roaming scenarios of AKMA.
Therefore, this key issue progresses the study of securing AF and AAnF in roaming scenarios of AKMA.
5.X.2
Security threats

AFs are difficult to keep all the certificates of NRFs, thus AFs are difficult to securely request service from AAnFs.
5.X.3
Potential security requirements
AFs in serving network should support efficient and secure mechanism to request AAnF service in roaming scenarios.
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