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1
Decision/action requested

It is proposed to approve the key issue described in TR 33.737.
2
References

[1] 3GPP TS 33.222 v.17.1.0

"Generic Authentication Architecture (GAA); Access to network application functions using Hypertext Transfer Protocol over Transport Layer Security (HTTPS)".

3
Rationale

Authentication proxy in AKMA may connect to application servers in different trust domains.  And the applications in different trust domains may be requested by UE via the same AP.  How the AP can request KAF on behalf of application servers in different trust domains is still an open problem.This key issue progresses the study on how to secure application keys request in AKMA supporting authentication proxy.
4
Detailed proposal

*************** Start of the Change ****************

5.X
Key Issue #X: < Secure AKMA application key request considering AP-AS interface >

5.X.1
Key issue details
This Key Issue aims at addressing secure AKMA application key request for AKMA supporting authentication proxy.

In GBA scenarios [X], the authentication proxy (AP) can connect to application servers in different trust domains. The introduction of the authentication proxy in AKMA may result in AP connecting to application servers in different trust domains. Specifically, AP in AKMA may connect to AS that is in its trust domain. And AP in AKMA may also connect to AS that is not in its trust domain. In this case, how AP can request the AKMA application key on behalf of application servers is still an open problem. 
Therefore, a new key issue needs to be studied to address the secure AKMA application key request problem in AKMA supporting authentication proxy.
5.X.2
Security threats
AP cannot request KAF on behalf of application servers in different trust domains.
5.X.3
Potential security requirements
AKMA should support secure application key request when there is an authentication proxy in the system.
Authentication proxy should support request AKMA application keys on behalf of application servers in different trust domains.
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