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Decision/action requested

SA3 is kindly asked to approve the proposed key issue in the ACM_SBA study TR 33.876
2
References

[1]
3GPP TR 33.876 v0.1.0: “Study on Automated Certificate Management in SBA;”
[2] 
3GPP TS 33.310 v17.2.0: “Network Domain Security (NDS); Authentication Framework (AF);” 

3
Rationale
The use of TLS certificates in 5G SBA is ubiquitous. To enable mutual TLS authentication in 5G SBA, the NF service producer needs to request the TLS server certificate and the NF service consumer needs to request the TLS client certificate. However, unlike the standardised model using CMPv2 in RAN, SBA does not have a standardised model and set of procedures for automated certificate management.
The lack of a standardised model for automated certificate management in SBA may result in a number of customized/proprietary methodologies. In addition, after service slicing and NPN are introduced in the service provider network, the potential security threats could be more serious. Therefore, the new work item FS_ACM_SBA was approved and is being well progressed in TR 33.876 [1], in which the research scope and principles of automated certificate management in 5G SBA are clearly defined.
According to TR 33.876 [1], the study should reference at minimum the following principles:

3.
 Principles involving ‘Chain of Trust’ of Certificate Authorities.
4.
Principles for security of CA’s cryptographic private key.
As emphasized in the principles, the legitimacy and credibility of certificate authority are critical for automated certificate management in SBA. Building the legitimacy and credibility relies on a trust chain of CA hierarchy, which specifies the CA hierarchy and their transitive trust relationship. Based on the chain of trust, each CA can be verified by a trusted source. And after the verification is passed, the CA can act as the new trusted source and issue the digital certificate for the child CA or the TLS entity. This transitive trust relationship enables TLS entities in 5G SBA to obtain their own certificates and verify the certificate of other TLS entities. In the study of automated certificate management in 5G SBA, the trust chain of CA hierarchy is indispensable.
Currently, there is no clear specification about the trust chain of CA hierarchy in TS 33.310 [2]. The TS 33.310 [2] specifies SBA certificate profiles in Clause 6.1.3c and the general architecture for issuing TLS certificates in Clause 5.1.1.2. However, under the general architecture, it is unclear how to generate different types of SBA certificates and how SBA certificates can be verified between different types of NFs.
The introduction of chain of trust can address the above issues in a simple way, which could help straighten the trust relationship between SBA entities in the study of automated certificate management. Therefore, a new key issue is proposed in this pCR to study this aspect with threat analysis and potential requirements.  
4
Detailed proposal

*************** Start of the 1st Change ****************

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[x]
3GPP TS 33.310:
 "Network Domain Security (NDS); Authentication Framework (AF)".

*************** Start of the 2nd Change ****************

5
Key issues

5.X
Key Issue #X: Trust Chain of Certificate Authority Hierarchy
5.X.1
Key issue details

According to the scope of the present document, the study should reference at minimum the following principles:

3.
 Principles involving ‘Chain of Trust’ of Certificate Authorities.
4.
Principles for security of CA’s cryptographic private key.
As emphasized in the principles, the legitimacy and credibility of certificate authority are critical for automated certificate management in SBA. Building the legitimacy and credibility relies on a trust chain of CA hierarchy, which specifies the CA hierarchy and their transitive trust relationship. Based on the chain of trust, each CA can be verified by a trusted source. And after the verification is passed, the CA can act as the new trusted source and issue the digital certificate for the child CA or the TLS entity. This transitive trust relationship enables TLS entities in 5G SBA to obtain their own certificates and verify the certificate of other TLS entities. In the study of automated certificate management in 5G SBA, the trust chain of CA hierarchy is indispensable.
Currently, there is no clear requirementabout the trust chain of CA hierarchy in TS 33.310 [x]. The TS 33.310 [x] specifies SBA certificate profiles in clause 6.1.3c and the general architecture for issuing TLS certificates in clause 5.1.1.2. However, under the general architecture, it is unclear how to generate different types of SBA certificates and how SBA certificates can be verified between different types of NFs.
5.X.2
Security threats

Due to the lack of trust chain, the TLS entity in SBA cannot verify the credibility of SBA certificates sent by other TLS entities. This means that the connection cannot be established.
Under the Rel-17general architecture for issuing TLS certificates, CAs may not be able to generate all the SBA certificates as specified in TS 33.310 [x] clause 6.1.3c. 


5.X.3
Potential security requirements

The TLS entity in SBA should be able to verify the received certificate based on the trust chain.

The TLS entity should be able to obtain the corresponding certificate based on its role, e.g. the NF service producer shall be able to obtain the TLS server certificate.


*************** End of the Changes ****************
