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1
Decision/action requested

SA3 is kindly asked to approve the proposed new use case for HONTRA in TR 33.741
2
References

3
Rationale

This contribution proposes to add a new use case for HONTRA.
4
Detailed proposal

*************** Start of the 1st Change ****************

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[x]
3GPP TS 23.502: “Procedures for the 5G System (5GS)”

[y]
3GPP TS 33.501: “Security architecture and procedures for 5G system”
*************** Start of the 2nd Change ****************

4
Use Cases
4.X
Use Case #X: Security of Interworking
As an evolution of LTE networks, the 5G system supports backward compatibility, providing seamless voice and data services continuity. According to TS 23.502 [x], the 5G core enables interworking between EPS and 5GS, allowing the UE to move between two systems. During interworking between 5GS and EPS, the MME and the AMF perform the handover procedure, which provides the IP address continuity and the security context mapping on inter-system mobility to UEs.
As per TS 33.501 [y], when the UE moves from EPS to 5GS, the handover procedure is initiated by the source MME to provide the target AMF with the UE identity and UE's EPS security context. If the source MME has the UE NR security capabilities stored, it forwards the UE NR security capabilities as well to the target AMF.
For the UE moving to 5GS for the first time, the AMF derives a mapped KAMF' key from the received KASME, then derives the mapped 5G NAS keys (i.e., KNASenc and KNASint) and KgNB using the mapped KAMF' key. In this situation, the target AMF has no native 5G security context, it will use the mapped 5G security context constructed from the EPS security context to protect the subsequent messages, which does not include a KAUSF key. As specified in TS 33.501 [y], if the AMF has no native 5G security context available, when the UE performs the Registration Request following the handover procedure, the AMF via the SEAF should run a primary authentication depending on local operator policy. 

Before the successful completion of primary authentication, 5G network functions cannot generate all necessary UE information locally, e.g. the UDM cannot retrieve the UE subscription data, the AUSF cannot generate the intermediate key KAUSF, etc. All these information are indispensable to protect the messages in SoR/UPU services, which provide the preferred roamed-to-network list or the updated UE parameters to the UE. For the roaming UE, all these information are indispensable.
Considering that the UE moving to 5GS for the first time may not initiate the registration procedure timely following the handover procedure, various 5G services (e.g. SoR service, UPU service) may not be provided. Therefore, before sending the Registration Request by the UE, the home network shall be able to trigger a new primary authentication procedure. The home network-triggered primary authentication can greatly improve the UE experience and prevent communication interruption.

*************** End of the Changes ****************
