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1
Decision/action requested

SA3 is kindly asked to approve the proposed updates to the security requirements for Layer-3 U2N relay in TS 33.503 [1] clause 6.3.3.1.
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33.503: Updates to Security Requirements for U2N Relay Communication
3
Rationale

This pCR proposes some updates to the security requirements for Layer-3 U2N relay security in TS 33.503 [1] clause 6.3.3.1. The requirement on the Remote UE for establishing different PC5 security contexts with different U2N Relay UEs is proposed to be moved to the generic security requirements for both L3 and L2 U2N Relay as in S3-22xxxx [2].
4
Detailed proposal

*************** Start of the Change ****************

6.3.3.1
Security requirements
Both user-plane (UP) based and control-plane (CP) based the procedures can be used for 5G ProSe UE-to-Network Relay authorization and security establishment. The UP based procedure uses a UP connection to the 5G PKMF, while the CP based procedure uses the ProSe authentication for PC5 key establishment.

The following are the security requirements for 5G ProSe Layer-3 UE-to-Network Relay communication:

-
For 5G ProSe Layer-3 UE-to-Network Relay security established over control plane, the PCF shall be able to provision the PC5 security policies to the 5G ProSe Remote UE and the UE-to-Network Relay respectively per 5G ProSe UE-to-Network Relay service, during service authorization and information provisioning procedure as defined in TS 23.304 [2].
-
For 5G ProSe Layer-3 UE-to-Network Relay security established over user plane, the 5G PKMF shall be able to provision the PC5 security policies to the 5G ProSe Remote UE and the 5G ProSe UE-to-Network Relay respectively per 5G ProSe UE-to-Network Relay service, during security materials provisioning procedure defined in clause 6.3.3.2.
-
The PC5 UP security policies for protecting 5G ProSe UE-to-Network Relay communication shall be configured per 5G ProSe UE-to-Network Relay service based on the security requirements of the specific relay service.
-
The activation of PC5 signalling security shall be based on PC5 CP security policies of the specific 5G ProSe UE-to-Network Relay service. 
-
The activation of PC5 user plane security shall be based on PC5 UP security policies of the specific 5G ProSe UE-to-Network Relay service.

-
5G PKMF shall be configured with the PC5 security policies associated with each 5G ProSe Layer-3 UE-to-Network Relay service.
*************** End of the Change ****************
