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1
Decision/action requested

SA3 is kindly asked to approve the proposed updates to the security requirements for U2N relay communication.
2
References

[1]
3GPP TS 33.503 v0.3.0

Security Aspects of Proximity based Services (ProSe) in the 5G System (5GS)

3
Rationale

For U2N relay communication, it is possible that one Remote UE could connect with multiple U2N Relay UEs for different relay services. For the different PC5 links between the Remote UE and different U2N Relay UEs, the Remote UE should have different PC5 security contexts shared with the different U2N Relay UEs, so that one compromised or misbehaving Relay UE will not affect the PC5 links between the Remote UE and other U2N Relay UEs. 
For U2N relay communication, it is also possible that one U2N Relay UE may act as both Layer-2 Relay UE and Layer-3 Relay UE which provides different U2N relay services in differnet modes. When a Remote UE connects with such a Relay UE, the Remote UE should share two different PC5 security contexts with the Relay UE, with each PC5 security context for a specific relay service provided by the Relay UE in a specific mode (i.e. L2 or L3).
Based on the above analysis, this pCR proposes some additional requirements for U2N relay communication security in TS 33.503 [1] clause 6.3.2.
4
Detailed proposal

*************** Start of the Change ****************

6.3.2
Security requirements
The following security requirements apply to both 5G ProSe Layer-3 UE-to-Network Relay and 5G ProSe Layer-2 UE-to-Network Relay:

-
The 5G System shall support the authorisation of the UE as a 5G ProSe UE-to-Network Relay in the 5G ProSe UE-to-Network Relay scenario.
-
The 5G System shall support the authorisation of the UE as a 5G ProSe Remote UE in the 5G ProSe UE-to-Network Relay scenario.
-
For UE-to-Network relay discovery, the security requirements in subclause 6.1.2 apply.
-
The 5G System shall support a secure means to establish a PC5 link between the 5G ProSe Remote UE and the 5G ProSe UE-to-Network Relay.
-
The 5G System shall support confidentiality protection, integrity protection and replay protection for secure communication between the 5G ProSe Remote UE and the 3GPP network via 5G ProSe UE-to-Network Relays.
-
PC5 signalling integrity security policy is set to “REQUIRED” for the 5G ProSe Remote UE and the 5G ProSe UE-to-Network Relay.
-
The 5G ProSe Remote UE shall establish a different PC5 security context with each different 5G ProSe UE-to-Network Relay and for each different Relay Service Code. It shall also be possible to establish a PC5 security context when the 5G ProSe Remote UE is out of coverage.

*************** End of the Change ****************
