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Decision/action requested

It is requested to approve the new Key issue for Standardising Automated Certificate Management in SBA
2
References

[x]
3GPP TS 33.501 ‘Security architecture and procedures for 5G System’

[y]
3GPP TS 33.310 ‘Network Domain Security (NDS); Authentication Framework (AF)’


3
Rationale

In the last SA3 meeting, SID S3-220520 was agreed to address a standardized model and set of procedures for automated certificate management. The use of TLS certificates in 5G SBA is ubiquitous [x], but SBA does not have a standardized model and set of procedures for automated certificate management such as CMPv2 protocol, specified and profiled for RAN in TS 33.310 [y]. The proposed key issue addresses the required initial NF trust establishment during certificate enrolment, i.e., the initial step of the automated certificate management procedure. 
4
Detailed proposal

************ START OF CHANGES ************
5.x
Key Issue #X: Initial NF trust during certificate enrolment

5.x.1
Issue details
Before issuing a certificate, operator CA/RA needs to establish an intital trust with the requestor NF instance, ensuring that the requestor NF instance is the correct one and is entitled to request a certificate. 
Physical Network Functions (PNFs) such as classical base stations generally contain the vendor provided private/public key pair and come with the related vendor certificates issued by the vendor’s factory CA that uses the PNF serial number or MAC address as the identity (DN). This feature allows an operator to pre-provision the vendor’s factory root certificate into its CA to validate and authorize the PNF requesting a certificate, i.e., to start the operator certificate initial enrolment procedure. The referred pre-provisioning process and the initial validation of the request based on vendor certificate is not valid for Virtual Network Functions (VNFs) in 5G SBA, since VNFs do not have vendor certificates. Therefore, other solutions to ensure a secure and automated bootstrap of NFs are required for 5G SBA. 

5.x.2
Security Threats

Without pre-established trust between the NF and CA/RA, an attacker claiming to be a trusted NF with connectivity in SBA could apply for a valid operator certificate.


5.x.3
Potential security requirements

New VNFs need an automated and secure procedure to build trust with the CA/RA before certificate enrolment procedure.
************ END OF CHANGES ************

