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1
Decision/action requested

It is requested to approve the new Key issue for Standardising Automated Certificate Management in SBA
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3GPP TS 33.310 ‘Network Domain Security (NDS); Authentication Framework (AF)’
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3GPP TS 29.571 ‘5G System; Common Data Types for Service Based Interfaces; Stage 3’
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Rationale

In the last SA3 meeting, SID S3-220520 was agreed to address a standardized model and set of procedures for automated certificate management. One of the agreed objectives of the SID is to study the impact of service mesh in certificate management within 5G SBA. Service mesh describes a network of microservices, in which applications are shared and interaction between applications is possible. To gain operational control over such distributed microservice architecture, a service needs to be identified. Services in SBA are provided by Network Function (NF) instances. This key issue addresses the topic of trusted and unique NF instances identifiers in relation with certificate management.
4
Detailed proposal

************ START OF CHANGES ************
5.x
Key Issue #X: Trusted Network Function instances identifiers 
5.x.1
Issue details
Service mesh describes a network of microservices, in which applications are shared and interaction between applications is possible. To gain operational control over such distributed microservice architecture, a service needs to be identified. 

SBA can be implemented as a service mesh architecture. In SBA Network Function (NF) instances offer services to other NFs or NF instances. In order for a requested NF type, NF service, or NF service instance, to be discovered via the NRF, the NF instance needs to be registered in the NRF. After registration, the NRF maintains NF profiles of available NF instances and their supported services. The NF is identified by a NF instance ID. The Information Element (IE) NFInstanceID among other IEs is included in the NF profile maintained in the NRF are specified in 3GPP TS 23.501[x] clauses 6.2.6 and 6.3.1, and in 3GPP TS 29.510 [y].
When a NF requests a X.509 certificate needs to send a Certificate Signing Request (CSR) message to the operator CA in order to get a X.509 certificate created. A CSR is often generated by the same NF on which the certificate is to be installed, although it can also be generated by other trusted intermediary entity acting on behalf of the NF if the NF does not have such capability. The public key is included in the CSR and used by the CA to create the certificate, and the private key is used to sign the information contained in the CSR (integrity protection). Apart from the public key, the CSR can have other information (e.g., Common Name, Organization, location, etc.). 

3GPP TS 23.501 [x] defines an NF instance as an identifiable instance of the NF. CSRs must contain a trusted and unique identity of the NF instance requesting the certificate. 3GPP TS 33.310 [w] in clause 6.1.3c describes that, as part of the SBA NF certificate profile, the subjectAltName (SAN) field should contain a URI-ID with the URI for the NF instance ID as an URN. This URI-ID must contain the identifier of the NF (e.g., SCP, SEPP, NRF, AF, etc.) instance (nfInstanceID), only using the format of clause 5.3.2 of TS 29.571 [z], what is a Universally Unique IDentifier (UUID). Thus, the flexibility that a service mesh could offer by integrating different types of services across heterogeneous environments (and in case of 5GS across different operator domains) is limited by the use of UUID as identifier.  
Operator RA/CA would need to keep track on UUIDs in order to be able to verify and accept the CSRs, only based on those identifiers. 
5.x.2
Security Threats
A malicious or compromised NF instance can send a rogue CSR message using a compromised NF Instance Id. Thus, same UUIDs would be used for various NF instances, including the potential malicious or compromised NF. If the operator RA/CA does not have the mechanisms to verify and accept a trusted NF instance identity, then that malicious or compromised NF instance would fetch a valid certificate and cause different types of attacks in the SBA. 
5.x.3
Potential security requirements
A procedure to manage and track those NF instance identifiers per end entity in operator RA/CA is required. 
************ END OF CHANGES ************

