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1
Decision/action requested

Approve the pCR to TR 33.876.
2
References

[1]
3GPP TR 33.876: "Study on automated certificate management in Service-Based Architecture (SBA)"
3
Rationale

One of the objectives in the SID of the Study on Standardising Automated Certificate Management in SBA is about the relation between certificate management lifecycle and NF management lifecycle. 

This contribution proposes a new key issue, considering the relation between lifecycle managements of certificates and NFs, to be included in TR 33.876 [1]. 

4
Detailed proposal

Approve the following changes to TR 33.876 [1]. 
*** Start of Change ***
5.X
Key Issue #X: Relation between certificate management lifecycle and NF management lifecycle
5.X.1
Key issue details
Although the NF management lifecycle and certificate management lifecycle can require different management mechanisms and processes, they have some relations because the certificates are issued for the NFs. Thus, it is necessary to investigate the relations and consider these relations while specifying the automated certificate management for SBA.
Generally, since NF lifecycle proceses are independent from the validity period of the associated certificates, if certificate management mechanism is designed not considering the NF lifecycle, then there can be some cases such as having NFs with no certificates or existing certificates belonging to no NF (the lifecycle of a NF instance can be ephemeral). For example, when the certificate of a producer NF instance has been revoked without the knowledge of the NRF, the NRF returns that producer NF instance ID in the discovery procedure. In this case, the consumer NF will try to get service from the producer NF, but it will not be able to get the service because the producer NF’s certificate has been revoked. This type of cases will lead to inconsistent status in NRF and reduce the service availability. 
Because of the reasons explained above, the relations between NF management and certificate management lifecycles need to be considered in the design of an automated certificate management for SBA. Solutions to this key issue need to explain how the relations between NF management and certificate lifecycles can be considered in automated certificate management for SBA.


5.X.2
Security threats
Inconsistencies between the NF management lifecycle and certificate management lifecycle processes may reduce the service availability, and lead to to severe vulnerabilities in the system. For example, if after decommissioning of a NF instance, cryptographic keys and certificates are still valid, they may be compromised by a potential attacker and used to access the network and corresponding services. 
5.X.3
Potential security requirements
NF management lifecycle and certificate management lifecycle mechanisms and processes should be related and avoid inconsistencies.  
*** End of Change ***
