3GPP TSG-SA3 Meeting #107-e 
S3-220901-r1
e-meeting, 16 - 20 May 2022                                                                                 Revision of S3-22xxxx
Source:
Nokia, Nokia Shanghai Bell, CMCC, Lenovo, Xiaomi
Title:
Key issue on AKMA Roaming Scenario
Document for:
Approval

Agenda Item:
5.8
1
Decision/action requested

It is requested to approve the new Key issue for AKMA Roaming.
2
References

[1]
3GPP TS 33.535 Authentication and Key Management for Applications (AKMA) based on 3GPP credentials in the 5G System (5GS)
[2]
3GPP TR 33.737 Study on enhancement of AKMA 
3
Rationale

In the last SA3 meeting, SID S3-220531 was agreed to address AKMA Roaming architecture and potential security issues. Also, to consider SA3-LI requirements.
4
Detailed proposal

************ START OF CHANGES ************
5.X
Key Issue #X: Support for AKMA roaming scenario  

5.X.1
Issue details
The AKMA architecture, AKMA procedure and key generation are specified in 33.535[1] for the HPLMN scenario. I.e., only the non-roaming case is specified while  the roaming case is still missing. The solutions to this key issue should describe procedures to cover two different scenarios: 

- If UE is in VPLMN and trying to access the VPLMN AF, then procedures to support such a usecase, with the LI requirement addressed. 
- If UE is in VPLMN and trying to access the HPLMN AF, then procedures to support such a usecase, with the LI requirement addressed.

In an AKMA roaming architecture, which entity will be an anchoring function to maintain the roaming AKMA context and also potentially key derivations for roaming usecases.

There may also be a scenario where AF does not want to provide service to a UE registered in VPLMN. For example, a small cycle rental company in a town of India does not want to provide service to a UE attached in the USA. In this case, AF should be able to identify roaming UEs and may decide to provide services to the UE.
5.X.2
Security Threats
If the AKMA procedure is not specified for roaming, then a malicious entity from VPLMNs or any part of the world may obtain access to an AF they are not authorised to access. Therefore, threat vector is expanded with the roaming support.
5.X.3
Potential security requirements
The AKMA architecture shall support a roaming architecture. I.e., the system shall support the AKMA framework to allow only legitimate UEs to use AKMA services from different PLMNs. 

The AF must be able to know whether or not the UE is roaming.

AKMA service shall be made to comply with the serving network’s regulations.

************ END OF CHANGES ************

