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1
Decision/action requested

This contribution proposes a new Key Issue of TR 33.876.
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Rationale
AN NF certificate update procedure is a necessary part of an automated certificate management mechanism. Therefore, this contribution proposes a new key issue addressing this topic.

Currently it is possible that in some non-stardarded solutions, the certificate is pre-configured in the NF image and manully updated. Normally, the pre-configured certificate has a long validity period, which could bring security risks.
Standard existing mechanisms such as CMPv2 [1] do address the issue. Nevertheless, how to apply this in the context of SBA would need further discussion and analysis.
4
Detailed proposal

*************** Start of 1st Change (All text new) ****************
5.X Key Issue XX: NF Certificate Update
5.X.1 Key issue detail

NF certificate update is a necessary part of an automated certificate management mechanism because the long validity period certificate is considered not secure. Therefore, it is important that each certificate is set with an appropriate period of validity. Furthermore, it is nessacesy to update the NF certificate when the certificate is about to expire or has expired. Otherwise, NF communication can be disrupted in the middle of operation due to an unhandled certificate expiry.

5.X.2 Security threats
If the NF certificate is not updated, or the certificate update procedure is not secured, the following problems can occur:
· 
· An attacker misuses the update mechanism to get hold of valid certificates from CA and mount impersonation attacks.

5.X.3 Potential requeirements

5GS should support to update the NF certificate securely. 
*************** End of 1st Change (All text new) ****************
