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Agenda Item:
5.7
1 Decision/action requested 

This contribution proposes a new key issue in TR 33.876
2 References
3 Rational
An instantiated NF needs to obtain the certificate from the CA for communication with other NFs. To ensure the security of communication between NFs, a secure and automated certificate enrolment procedure is indispensable.
4 Detailed proposal
*************** Start of 1st Change ****************
5.X
Key Issue #X: Security protection of NF certificate enrolment
5.X.1
Key issue details
An instantiated NF needs to obtain the certificate from the CA for securing the communication with other NFs, encrypting messages, or signing tokens, among other purposes in SBA. Thus, a secure and automated certificate enrolment procedure is indispensable to obtain the certificates. Before issuing a certificate, operator CA/RA needs to establish an initial trust with the requestor NF instance, ensuring that the requestor NF instance is the correct one and is entitled to request a certificate.
This key issue considers the procedure of certificate enrolment including the establishment of the initial NF trust, the protection of certificate enrolment procedure, and the authentication between NF and CA.
5.X.2
Security threats
If the NF cannot obtain a certificate, and the certificate enrolment procedure is not secured, the following problems may occur:
· The NF cannot communicate with each other.
· If certificate enrolment parameters are tampered, the CA issues an incorrect certificate.
· Without pre-established trust between the NF and CA/RA, an attacker claiming to be a trusted NF with connectivity in SBA could apply for a valid operator certificate.
· 
5.x.3
Potential security requirements
New NF instances need an automated and secure procedure to build initial trust with the CA/RA during certificate enrolment procedure.
5GS should support the means to secure the automated enrolment of certificates, include integrity protection and Anti-replay protection of enrolment procedure.
5GS should support the mutual authentication between involved parties during the enrolment procedure.
5GS should support the Verifying of certificate validity for certificate enrolment.
*************** End of 1st Change ****************
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