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Decision/action requested
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Rationale

A CP-based solution needs to be finalized at this meeting. To speed up the discussion, a series of show-of-hand questions were designed.
In TS 33.503 v0.3.0, the following editor's note exists in CP-based solution:

Editor's note:
Further details on the needs and usage of 5GPRUK ID are FFS.

The relevant conclusions in TR 33.847 are:
7.3
Key Issue #3: Security of UE-to-Network Relay
……
The following text is taken as conclusions for UE-to-Network Relay solution:

-
For the control plane solution, the following conclusion is made:
-
For PC5 link security, PC5 keys are derived using keys derived from the primary authentication (e.g., sol#1, #10, #15, #30). The security of the communication between UE-to-Network relay and remote UE is established based on a shared key which is derived and distributed with the assistance of the network. A root credential is configured in the remote UE and the network. The shared key is individually derived from the root credential by the remote UE and the network. The shared key is distributed by the AMF to the UE-to-Network relay. 
-
AUSF derives the PC5 anchor key (e.g., sol#1, sol#15, sol#30, sol#39) used for PC5 keys derivation.
…..
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Detailed proposal
Way forward for ProSe CP-based solution
Part 1: Questions for show of hand
Question 1: Where are the 5GPRUK and 5GPRUK ID stored?

Option 1: PAnF
Option 2: UDM
Conclusion: In PAnF (According to the conclusion of discussion in Monday’s conference call)
Question 2: Where is the KNR_ProSe generated?

Option 1: in AUSF
· Support: Huawei, OPPO, China Unicom, LGE, CATT, VIVO, China Telecom, ZTE, Xiaomi, IDCC, Samsung, Nokia, Philips, CONVIDA Wireless, NIST: 15
· Object: Ericsson
Option 2: in PAnF
· Support: Ericsson, MITRE: 2
· Object:
Conclusion: In AUSF
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Part 2: Merger proposal
