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1
Decision/action requested

It is requested to approve this new key issue on home network triggered primary authentication of TR 33.741.
2
References

[1]
3GPP TS 33.741 Security aspects of home network triggered re-authentication.
[2]
3GPP TS 33.501: "Security architecture and procedures for 5G system".
[3]
3GPP TS 33.535: "Authentication and Key Management for Applications (AKMA) based on 3GPP credentials in the 5G System (5GS) ".
3
Rationale

Home network triggered primary authentication is often required, for example, UPU/SoR COUNT wrap around, refresh of KAUSF. This contribution adds a key issue in order to study this requirement.
4
Detailed proposal

**** START OF CHANGE 1 ****
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5.X
Key Issue #X: Home network triggered primary authentication 

5.X.1
Key issue details

This key issue shows some situations where home networks need to trigger primary authentication, as follows: 
1)    If COUNT wrap around happens, then the UPU/SoR service will be suspended as specified in TS 33.501. When a fresh KAUSF is generated for the UE based on primary authentication run, the Counter UPU /SoR at the AUSF is reset to 0x00 0x01. At this time, the AUSF shall resume the UPU/SoR protection service for the UE.

2)    KAKMA shall be derived from KAUSF as specified in TS 33.535. Since KAKMA and A-TID in A-KID are both derived from KAUSF based on primary authentication run, the KAKMA and A-KID can only be refreshed by a new successful primary authentication. When the KAF lifetime expires and the KAKMA has not changed in AAnF, the KAF which is established based on the current KAKMA is not a new one.
Therefore, in order to meet the above requirements, it is necessary that home network trigger primary authentication. 
5.X.2
Security threats

TBD
5.X.3
Potential security requirements

Home network should be able to trigger primary authentication.
**** END OF CHANGE 2 ****
