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**** Start of changes ****
[bookmark: _Toc97307711]6.2	Authentication and Authorization between EEC and ECS
 The ECS shall be configured with the information of authorization methods (token-based authorization or local authorization) used by EESes.
For authentication between EEC and ECS, TLS authentication methods shall be used. Details of TLS authentication methods (e.g., client certificate, AKMA [11], GBA [12]) are out of scope of the current document. If the EEC sends the GPSI to the ECS, then the ECS shall also authenticate the GPSI. The details of how to authenticate the GPSI is out of scope of the current document. The selected TLS authentication method shall be indicated to the EEC as part of ECS configuration information. Details of providing ECS configuration information to the EEC are specified in TS 23.558 [5].
After successful authentication, the ECS shall authorize the EEC by its local authorization policy.
[bookmark: _GoBack]After successful authentication and authorization, the ECS decides whether access tokens are required for the candidate EESes using the configuration information and issues separate EES access tokens to be used for each candidate EESes that use token-based authorization. The claims of the EES service tokens shall include the ECS FQDN (issuer), EEC ID (subject), expected EES service name(s) (Scope), EES FQDN (audience), expiration time (expiration). The ECS sends the service response back to the EEC, which may include EES access token(s).
[bookmark: _Toc97307712]6.3	Authentication and Authorization between EEC and EES
For authentication between EEC and EES, TLS authentication methods shall be used. Details of TLS authentication methods (e.g., client certificate, AKMA [11], GBA [12]) are out of scope of the current document. If the EEC sends the GPSI to the EES, then the EES shall also authenticate the GPSI. The selected TLS authentication method for EES shall be indicated to the EEC by the ECS. The ECS shall include the selected TLS authentication method for the EES in the service response message to the EEC. The details of how to authenticate the GPSI is out of scope of the current document. 
For authorization of EEC by the EES, the EEC shall send the access token, if received from the ECS, to the EES and the EES shall authorize the EEC by using the token. Otherwise, the ECS shall authorize the EEC by its local authorization policy.
After successful authentication and authorization, the EES processes the request and sends the service response back to the EEC.


**** End of changes ****

