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1
Decision/action requested

Discussion about 5G registration via trusted non-3GPP access after NSWO authentication.
2
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Rationale

Non-seamless WLAN offload (NSWO) in Rel-17 is based on the principle that the UE connects to a WLAN network and authenticates with the procedure specified in TS 33.501, i.e. the UE performs EAP-AKA’ authentication with the AUSF via an NSWO NF acting as a AAA proxy. After the successful authentication, the UE is not registered in the 3GPP network at this point in time and has no NAS or user plane connectivity to the 5GC. If the UE wants to perform a 5G registration via this WLAN at a later time, assuming the WLAN broadcasts 5GC connectivity, then the UE must first disconnect from the WLAN and then reconnect to the WLAN using the 5G registration via trusted non-3GPP access procedure (23.502, clause 4.12a.2.2).

SA2 agreed in their last SA2#150e meeting the relevant text for a subsequent trusted Non-3GPP access registration for TS 23.501, clause “5.42
Support of Non-seamless WLAN offload”: 

“A UE cannot first connect to a WLAN access network using 5GS credentials and without performing 5GS registration, and then later perform on this WLAN access network 5GS registration using the trusted non-3GPP access procedure without having first to release the WLAN and then establish a new WLAN association per the Registration procedure for trusted non-3GPP access defined in TS 23.202 [2] clause 4.12a.2.2.”
The following figure shows the the steps that would happen in that case: 

In step 0a, the UE would have successfully authenticyated with the network and retrieved IP connectivity and the L2 connection to the NSWO AP would have been protected with a key derived during authentication. 

In step 0b, the UE decides to register to the 5GS using trusted the non-3GPP access procedure. 

In step 0c, the UE now releases the L2 connection to the NSWO AP in order to connect to the same AP (then behaving as TNAP) again. 

In the following steps the L2 connection is protected again only in the step 11 and onwards. 
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Figure 1: Trusted non-3GPP access procedure subsequent to NSWO access
The issue is that disconnecting from the WLAN and then reconnecting to the same WLAN in order to perform 5G registration is not a good behaviour for the UE already has a key for the L2 WLAN connection, which could be re-used. A suitable solution can be analysed and adapted by SA3 so that:

· If a UE connects to a WLAN network using the NSWO authentication; and

· if the UE wants later to perform trusted Non-3GPP access 5G registration via this WLAN;

· then the UE can perform 5G registration via this WLAN, without having to disconnect and then re-connect to the WLAN again. 

It is proposed to endorse a study item with the following objective: 

Study the security procedure enhancements to allow a UE, connected to a WLAN with NSWO authentication, to perform a 5G registration via the same WLAN, without having to disconnect and then re-connect to the WLAN again.

4
Detailed proposal

It is proposed to endorse this paper and to agree to the accompanying study in S3-221069. 
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