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1
Decision/action requested

SA3 is kindly asked to approve the proposed security requirement added for ProSe UE-to-Network Relay Discovery in TS 33.503 clause 6.1.2.
2
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Rel-17 Work Item Exception for 5G_ProSe Security Aspects
3
Rationale

In current version of TS 33.503 [1], there are control plane and user plane solutions for establishing security for PC5 communication between the Remote UE and User-to-Network (U2N) Relay, before which the Remote UE and U2N Relay need to discover each other. However, there are only detailed security procedures for 5G ProSe Direct Discovery in current version of TS 33.503 [1]. Security for 5G ProSe UE-to-Network Relay Discovery is still unspecified and was raised as a part of exceptional work to complete for 5G ProSe Security, according to Rel-17 5G_ProSe Security Work Item Exception sheet (S3-220521 [2]).

This pCR proposes to add the security requirement for ProSe UE-to-Network Relay Discovery in TS 33.503 [1] clause 6.1.2.
4
Detailed proposal

*************** Start of the Change ****************

6.1
Security for 5G ProSe Discovery
6.1.1
General

6.1.2
Security requirements
The 5G System shall support integrity protection and replay protection of discovery messages in open 5G ProSe Direct Discovery.
The 5G System shall support confidentiality protection, integrity protection and replay protection of discovery messages in restricted 5G ProSe Direct Discovery.
The 5G System shall support confidentiality protection, integrity protection and replay protection of discovery messages in 5G ProSe UE-to-Network Relay Discovery.
The 5G System shall support a method to verify source authenticity of discovery messages.
*************** End of the Change ****************
