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1
Decision/action requested

SA3 is kindly asked to approve the proposed updates in TS 33.503 clause 5.2.5.
2
References

[1]
3GPP TS 33.503 v0.3.0

Security Aspects of Proximity based Services (ProSe) in the 5G System (5GS)

[2]
3GPP TS 23.304 v17.2.1
Proximity based Services (ProSe) in the 5G System (5GS)
3
Rationale

In clause 5.2.5.1 of the current version TS 33.503 [1], the UE-5G PKMF interface is not described in TS 23.304 [2] but in clause 4.2.2 of TS 33.503 [1]. This needs to be corrected.
In addition, the requirement of enabling confidentiality protection on PC3a using GBA and PC3a using AKMA in TS 33.503 [1] clause 5.2.3 should also be applicable on PC8 using GBA and PC8 using AKMA in TS 33.503 [1] clause 5.2.5.
Based on the above findings, this pCR proposes some updates to the description on security for UE-5G PKMF interface in TS 33.503 [1] clause 5.2.5.
4
Detailed proposal

*************** Start of the Change ****************

5.2.5
Security for UE - 5G PKMF interface
5.2.5.1
General

The 5G ProSe-enabled UEs have interactions with the 5G PKMF over the PC8 interface in the ProSe features described in clause 4.2.2.
5.2.5.2
Security requirements
The 5G PKMF for commercial services and for public safety services, provides the security keys and security material impacting the 5G ProSe-related network operations to the 5G ProSe-enabled UE for discovery of a 5G ProSe UE-to-Network Relay and PC5 communication with a 5G ProSe UE-to-Network Relay. 

The 5G ProSe-enabled UE and the 5G PKMF shall mutually authenticate each other.

The 5G System shall support that the transmission of the security keys and security material between the 5G PKMF and the 5G ProSe-enabled UE shall be integrity protected. 
The 5G System shall support that the transmission of the security keys and security material between the 5G PKMF and the 5G ProSe-enabled UE shall be confidentiality protected. 

The 5G System shall support that the transmission of the security keys and security material between the 5G PKMF and the 5G ProSe-enabled UE shall be protected from replays. 

The 5G System shall support that the transmission of the UE identity on the PC8 interface shall be confidentiality protected. 
5.2.5.3
Security procedures for PC8 using GBA

For the security procedures for protecting data transfer between the UE and the 5G PKMF on the PC8 interface the use of either TLS v1.2 or TLS v. 1.3, as described in clause 5.3.3.2 in TS 33.303 [4] applies with the following modifications:

-
The ProSe function is replaced by the 5G PKMF.
-
Confidentiality protection shall be enabled.
5.2.5.4
Security procedures for PC8 using AKMA

Security procedures specified in clause B.1.3.2 of TS 33.535 [5] is applicable with the additional change:

-
The 5G PKMF takes the role of AF.
-
Confidentiality protection shall be enabled.
*************** End of the Change ****************
