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1
Decision/action requested

It is requested to approve the new Key issue for Standardising Automated Certificate Management in SBA
2
References

[x]
3GPP TS 33.501 ‘Security architecture and procedures for 5G System’

3
Rationale

In the last SA3 meeting, SID S3-220520 was agreed to address a standardized model and set of procedures for automated certificate management. The use of TLS certificates in 5G SBA is ubiquitous [x], but SBA does not have a standardized model and set of procedures for automated certificate management. The proposed key issue studies the relation between certificate lifecycle management and NF lifecycle management. 
4
Detailed proposal

************ START OF CHANGES ************
5.x
Key Issue #X: Relation between NF and Certificate lifecycle management  

5.x.1
Issue details
In general, PNF and VNF (VM/container) lifecycle processes are independent from the validity period of the associated certificates and other aspects of the certificate lifecycle management. 

The lifecycle of a VNF instance can be ephemeral, e.g., a network function dedicated to a network slice instantiated temporally to fulfil a short time task, or failures in the VNF instance and/or any VNF component may occur, and subsequent decommissioning procedure may be triggered immediately by management and/or orchestrator functions.

This key issue introduces the requirements for the VNF Management function or the overall Service Orchestrator (e.g., NFVO in NFV architecture) to take an action towards the operator CA or viceversa, e.g., to remove the associated cryptographic keys to the VNF from the network, to revoke the certificates, etc. Consequently, it also introduces the need of monitoring the lifecycle management of the VNFs in relation to the certificate lifecycle management.

5.x.2
Security Threats
Inconsistencies between the VNF and certificate lifecycle management processes may represent a severe vulnerability in the system, as cryptographic keys and certificates, if not removed/revoked along the decommissioning process of the NF, can be stolen and reused by a potential attacker to access the network and corresponding services.  
5.x.3
Potential security requirements
VNF instance associated private keys and public keys shall be removed, and certificates should be revoked, together with the decommission of the VNF as part of the VNF lifecycle management.

************ END OF CHANGES ************

