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1
Decision/action requested

It is proposed to discuss the security enhancements for 5WWC. 
2
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Rationale

The support of wireline access has been specified in TS 23.501/502/503 and in TS 23.316 in Rel-16. Security requirements and procedures are specified in TS 33.501 Annex O. However, some scenarios have not been addressed or partially solved during Rel-16 study/normative work. To address those scenarios to better support wireline access in 5G systems and Trusted Non-3GPP Access networks, SA2 has approved a SID on 5WWC phase 2 in Rel-18. The progress of the 5WWC Phase2 SA2 is captured in 23700-17_20[2], where 25 solutions are already included in the TR. In this TR, SA2 defines the various kinds of devices sitting behind the RG:

· Authenticable Non-3GPP (AUN3) devices: device is a Non-3GPP device that does not support NAS over non-3GPP access but it can be authenticated by 5GC so, it possesses 5G credentials. i.e. USIM will be there, but the protocol stack (NAS) will not be there.
· Non-Authenticable Non-3GPP (NAUN3) devices: A Non-3GPP device that the 5GC cannot authenticate. 

Note: A device capable of access to a N3IWF or to a TNGF is a UE. Non-3GPP devices can correspond to either AUN3 devices or NAUN3
In SA2 WWC study, following key issues and solutions are captured in the TR. We foresee following security issues related to the same.

	SA2 KIs
	SA2 Solutions in TR
	Security Impact

	KI1: This key issue will study:
-
How to support differentiated services (e.g. QoS and charging) for the same and different Non-3GPP devices, and UEs connected behind a 5G-RG.

NOTE 1:
A device capable of access to a N3IWF or to a TNGF is a UE; Non-3GPP devices can correspond to either AUN3 devices or NAUN3 devices defined in clause 3.1.

NOTE 2: The definitions in the clause 3.1 are considered as indication of kinds of Non-3GPP devices to be considered, but each solution may propose alternative kinds of devices with relative definition, if needed.

This may imply studying ways for 5GC to identify Non-3GPP devices connected behind a 5G RG and/or their traffic.

Conclusions to this key issue may differ for UE and for Non-3GPP devices. Different solutions may address different kinds of Non-3GPP devices, but as conclusion of this KI the kinds of Non-3GPP devices with related definitions considered applicable for the normative work will be selected.

This Key Issue will focus on 5G-RG as a first priority; No solution specific only to FN RG can be proposed, but common solutions for 5G RG and FN RG can be proposed.


	Solution 1: N3GPP device behind 5G-RG

Solution 2: UE behind 5G-RG and FN-RG

Solution 3: Differentiated QoS for N5CW devices behind 5G-RG

Solution 4: Solution of providing differentiated service for Non-3GPP devices connected behind a 5G-RG

Solution 5: 5GC-capable UE behind 5G-RG using trusted Non-3GPP accessing 5GC 

Solution 6: New method for non-3GPP device connected behind a 5G-RG

Solution 7: Differentiated QoS for non-3GPP devices behind 5G-RG

Solution 8 - Support of "combo Ethernet + IP" service

Solution 9: 5GC-capable UE behind 5G-RG using untrusted Non-3GPP access

Solution 20: providing differentiated service for UE and non-3GPP devices connected behind a 5G-RG

Solution 21: Non-3GPP device behind 5G-RG based on 5GS exposure

Solution 22: Support differentiated QoS for AUN3 devices

Solution 23: Delay budget for non-3GPP devices behind 5G-RG

Solution 24: Differentiated QoS for Non-Authenticable non-3GPP devices behind RG

Solution 25: Differentiated QoS for Authenticable non-3GPP devices behind RG.
	These solutions are aimed at providing differentiated services (such as QoS and charging) for various non-3GPP devices and UEs connected behind a 5G-RG. However, authorization and authentication of those different kinds of devices should be addressed in SA3.


	KI2: 
As part of TEI17_N3SLICE it has not been possible to work on How to select a TNGF/N3IWF that supports the S-NSSAI(s) requested by the UE during registration via non-3GPP access network because TEI17_N3SLICE had the constraint not to impact the UE.
The key issue will study solutions allowing to select a TNGF/N3IWF that supports the S-NSSAI(s) needed by the UE.

Work on this KI may address roaming; Network (e.g. PLMN) selection shall not be impacted by solutions to this KI.


	Solution 10: Registration via Trusted Non-3GPP Access with TNGF Relocation

Solution 11: Registration via Untrusted Non-3GPP Access with N3IWF Relocation

Solution 12: slice related TNGF selection for WLAN access

Solution 13 : UE getting the slices supported by N3IWF (s)

Solution 14: use of AN NRF
Solution 15: Selecting N3IWF supporting the S-NSSAI needed by UE

Solution 16: N3IWF selection taking supported slices into account

Solution 17: Untrusted Non-3GPP Access with N3IWF/TNGF Relocation due to network slicing

Solution 18: ANDSP based solution for slice related TNGF/N3IWF selection
	Some of the solutions involve exposing the network node's slice information to UE. However, it may pose a security threat to the network or the company that owns Slice.



Observation 1: How to authenticate and authorise non-3GPP devices should be studied by SA3.

Observation 2: Some solutions expose slice information of the network nodes to UEs. It may cause security threats (i.e. DDoS), so it should be studied by SA3.

4
Detailed proposal

It is proposed that a study for the Security aspects for 5WWC Phase 2 is needed[2]. 

