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1	Decision/action requested
It is propsed to approve the use case descrbied in this document. 
2	References
[1]	3GPP TR 33.741 "Study on home network triggered primary authentication (HONTRA)".
[2]	S3-220822, 5.9 – New Study of Security aspect of home network triggered primary authentication, 3GPP SA3#107-e
3	Rationale
This proposal introduces a use case of HONTRA on UPU protection service.
4	Detailed proposal
[bookmark: _GoBack]It is proposed to include the use case in [1].
This use case proposal has a relation with the key issue proposal [2].
*** CHANGE start ***
[bookmark: _Toc101349989]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
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[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
…
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[xx]	3GPP TS 33.501 “Security architecture and procedures for 5G system”.

*** Next CHANGE ***

[bookmark: _Toc101349994]4	Use Cases
Editor's note:	This clause includes the use case that needs the Home network initiates the primary authentication.
4.X	Use Case #X: HN triggered primary authentication to initialize the Counter for UPU protection service 
UE Parameter Update functionality is to update the UE parameters in the UE. UDM can update UE parameter for the UE via NAS signalling (e.g, DL NAS Transport). UPU container will be included in the NAS message to UE, and UDM requests the UPU protection service to AUSF to get security parameters to protect the container. As described in TS 33.501 [xx] clause 6.15.2, the AUSF will return UPU-MAC-IAUSF and CounterUPU in the UPU protection service, and they are used in protection of UPU transparent container in the NAS messages.
For the UPU protection service, the CounterUPU is used as freshness input into UPU-MAC-IAUSF and UPU-MAC-IUE derivation to mitigate the replay attack, and the counter is incremented by the AUSF for every new computation of the UPU-MAC-IAUSF. 
According to the existing procedure defined in TS 33.501 [xx], if the CounterUPU reaches its maximum value during the lifetime of the KAUSF, the AUSF has to suspend the UPU protection service for the UE until a fresh KAUSF is generated. Hence the UDM cannot send the updated UE parameters to the UE in this case and has to wait for an unknown period of time until the UE performs a new primary authentication. 
If the home network can initiate the primary authentication of the UE when the CounterUPU is about to wrap around, then UPU protection service can be perforemd without the service suspension by resetting CounterUPU in the primary authentication procedure.
*** CHANGE end ***
