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Decision/action requested

It is requested to approve the new Key issue for FS_eNA_SEC_Ph3
2
References

[x]
3GPP TR 23.700-91 ‘Study on enablers for network automation for the 5G System (5GS); Phase 2’

[y]
3GPP TR 23.700-81 ‘Study on Enablers for Network Automation for 5G; Phase 3’
3
Rationale

In the last SA3 meeting, SID S3-220563 was agreed to address security aspects of enablers for Network Automation for 5G – phase 3 (study approved in SA2 Rel-18: SP-211330). One of the approved objectives of the SID refers to further security enhancements to be studied based upon the ongoing SA2 eNA phase 3 work. AI/ML model storage and distribution via ADRF has been studied to certain extent in Release 17 eNA Phase study of SA2 (TR 23.700-91[x]), and the study is further continuing in eNA phase 3 (TR 23.700-81[y]). In this study SA2 has defined a key issue which studies the enhancement of ADRF to store ML models in order to facilitate the distribution and sharing of those models amongst NFs. The key issue of this pCR tackles the security aspects of the storage of those ML models.   
4
Detailed proposal

************ START OF CHANGES ************
5.x
Key Issue #X: Security for AI/ML model storage 
5.x.1
Issue details
ADRF (Analytical Data Repository Function) is being enhanced to store AI/ML models to facilitate the distribution and sharing of those models amongst NFs. Since AI/ML models and their algorithms are generally proprietary (i.e., subject to intellectual property rights of the designer), it is imperative to ensure that only the NFs which have been indeed provided with access authorization to the AI/ML models can read and use those models. Moreover, the ADRF itself cannot be considered as a fully trusted entity storing the sensitive AI/ML data models. Those models are indeed exposed at rest in ADRF. 

5.x.2
Security Threats
Malicious NF consumers with access to the AI/ML model repository (e.g., ADRF) could easily download the models and use them if the data at rest in the repository is not protected. 

In case of malicious ADRF, or not necessarily malicious, but negligent or curious ADRF, there is no protection against accessing and reading an AI/ML model from the ADRF stored by NFp, exposing algorithms and sensitive data to a non authorized entity which can easily misuse it and/or distributed further to other entities, causing a bigger data security breach. 

5.x.3
Potential security requirements
AI/ML models shall be end-to-end protected while being stored in the ADRF.

Only authorized NF Service consumers shall be able to access to the AI/ML models in the ADRF. 

************ END OF CHANGES ************

