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3GPP™ Work Item Description

Information on Work Items can be found at http://www.3gpp.org/Work-Items 
See also the 3GPP Working Procedures, article 39 and the TSG Working Methods in 3GPP TR 21.900
Title: 
Study on Personal IoT Networks Security Aspects
Acronym: FS_PIN_Sec
Unique identifier: 
{A number to be provided by MCC at the plenary} 

Potential target Release: Rel-18
Note that this field above indicates the proposed Release at the time of submission of the WID to TSG approval. It can later be changed without a need to revise the WID. The updated target Release is indicated in the Work Plan.
1
Impacts 
 
	Affects:
	UICC apps
	ME
	AN
	CN
	Others (specify)

	Yes
	
	X
	
	X
	

	No
	
	
	X
	
	

	Don't know
	X
	
	
	
	X


2
Classification of the Work Item and linked work items

2.1
Primary classification

	
	Feature

	
	Building Block

	
	Work Task

	X
	Study Item


2.2
Parent Work Item 

	Parent Work / Study Items 

	Acronym
	Working Group
	Unique ID
	Title (as in 3GPP Work Plan)

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


2.3
Other related Work Items and dependencies

	Other related Work Items (if any)

	Unique ID
	Title
	Nature of relationship

	FS_PIN
	Study on Personal IoT Networks
	SA1 study

	FS_RESIDENT
	Study of Enhancements for Residential 5G
	SA1 study

	PIRates
	Personal IoT and Residential networks Service Requirements
	SA1 requirements

	FS_PIN
	Study on Personal IoT Networks
	SA2 study


3
Justification

There are types of IoT device that can be placed around the body (i.e., wearable devices such as cameras, headsets, watches, earphones, health monitors), be scattered in home (e.g., smart lights, cameras, thermostats, door sensors, voice assistants, speakers, fridge, washing machines, lawn mower, robots), or reside in the office or factory of a small enterprise (e.g., printers, meters, sensors). Some of the IoT devices have very specific requirements in terms of size (e.g., earbuds), some of the IoT devices have very specific requirements in terms of weight (e.g., glasses). Furthermore, some IoT devices have very specific requirements across multiple domains (i.e., size, weight, and power consumption). Based on the greatly increasing number of IoT devices, users create (e.g., plan, change the topology) networks out of all these IoT devices mainly in their homes, offices, factories, and/or around their body. 
The user created network is composed by devices forming the Personal IoT Network (short as PIN). There are three types of devices (A.K.A PIN Element) in the PIN: device with gateway capability (A.K.A PIN Element with Gateway Capability, short as PEGC), device with management capability (A.K.A PIN Element with Management Capability, short as PEMC), and device without gateway and management capabilities. The PEGC and PEMC also are UE that can access 5GS directly. The PEMC also is able to access the 5GS via the PEGC. 
SA2 has agreed to study the architecture aspects for PIN that the related requirements have been captured in 3GPP TS 22.261 clause 6.38, and has progressed to include some solutions in 3GPP TR 23.700-88. If there’s potential security impacts in SA2 study, potential solutions shall be studied.

SA6 also has agreed to study the application-level aspects for PIN. If there’s potential security impacts in SA6 study, potential solutions shall be studied.

There are also some security requirements for PIN that have been captured in 3GPP TS 22.261 clause 6.38.2.6 and 3GPP TS 22.101 clause 26a.2.1 as following:

· The 3GPP system shall support secure provisioning of credentials to a non-3GPP device connected via a gateway UE, whose user identifier has been linked with the 3GPP subscription of the gateway UE, to enable the non-3GPP device to access the network and its services according to the linked 3GPP subscription when connected via non-3GPP access. (c.f. 3GPP TS 22.101 clause 26a.2.1)

· The 5G system shall provide user privacy, location privacy, identity protection and communication confidentiality for non-3GPP devices and UEs that are using the PIN Element with Gateway Capability, eRG or PRAS. (c.f. 3GPP TS 22.261 clause 6.38.2.6)

· The 5G system shall support a PIN Element using non operator managed credentials (e.g. provided by a third party) for performing communications within the PIN when those communications use PIN direct connections. (c.f. 3GPP TS 22.261 clause 6.38.2.6)

· The 5G system shall support a mechanism to mitigate repeated and unauthorized attempts to access PIN Elements (e.g. mitigate a malicious flood of messages). (c.f. 3GPP TS 22.261 clause 6.38.2.6)
There is a need to investigate various security aspects that required above.
As to the security provisioning of credentials to non-3GPP device connected via a gateway UE, there’s risk that devices use the provisioning path to lunch (D)DoS attack, 5GC needs to disallow/allow the provisioning in case 5G network made decision (how to made decision is out of scope), and as required by SA1, 5GC needs to link the subscription of the PEGC during or after secure provisioning. 
Also required by SA1 that the non-3GPP device needs to be identified, the identifier may be used for further control, e.g. provision parameters for the device, the identifier need to be protected for the sake of privacy.
4
Objective

The objectives are for studying how 5G security architecture and procedures can be enhanced to support Personal IoT Network. The study will look at the following aspects, performing gap analysis where necessary:
1)
Regarding PIN Elements without credential or with different types of credentials, e.g., operator managed credential for primary authentication and 3rd party managed credential:
-
Gap analysis and study on how 5GC (re)authenticates PIN Elements with different types of credentials that are connected to 5GS via a PEGC;

NOTE 1:
The (re)authentication is not for PIN Element to be able to access 5GS directly, but to make the 5G network be able to know whether the ID the PIN Element claims is the ID of the PIN Element.
-
Investigate on how 5GC supports controlling on secure provisioning of credentials to PIN Elements connected via a PEGC, where the identities of the credentials in the PIN Elements will be linked with the 3GPP subscription of the PEGC.

NOTE 2:
Definition of remote provisioning protocol is out of scope of this study.
2)
Security protection and access control:

-
How 5GS supports secure protection for communications between PIN Elements, e.g. via PEGC or via 5GC, or for communications between PIN Elements and PEGC; 

-
Gap analysis and study on how 5GS supports mitigation of repeated and unauthorized attempts to access PIN Elements, e.g. from internet, or from other PIN Elements via a PEGC.
3)
Privacy:
-
Gap analysis and study on how 5GS supports identity protection for PIN Elements connected to 5GS via a PEGC. 
5
Expected Output and Time scale

	New specifications {One line per specification. Create/delete lines as needed}

	Type 
	TS/TR number
	Title
	For info 
at TSG# 
	For approval at TSG#
	Rapporteur

	TR
	"33.XXX" 
	Study on security aspects for Personal IoT Networks
	SA#97 (Sept. 22)
	SA#98 (Dec. 22)
	zhenhua.xie@vivo.com


	Impacted existing TS/TR {One line per specification. Create/delete lines as needed}

	TS/TR No.
	Description of change 
	Target completion plenary#
	Remarks

	
	
	
	

	
	
	
	


6
Work item Rapporteur(s)

Zhenhua Xie, vivo Mobile Communications Co. Ltd, zhuenhua.xie@vivo.com
7
Work item leadership

SA3 
8
Aspects that involve other WGs

SA2 for Architecture aspects, SA5 for the Charging aspects, SA6 for application-level aspects.
9
Supporting Individual Members

{At least 4 supporting Individual Members are needed. There is an expectation that these companies will provide resources to progress the work. Note that having 4 supporting companies is a necessary but not sufficient condition: the usual TSG approval process by consensus is needed for the WID approval.} 

	Supporting IM name

	vivo

	Apple

	ZTE

	Xiaomi

	CATT

	OPPO

	China Unicom

	China Telecom 

	CableLabs

	InterDigital

	LGE

	Nokia

	Nokia Shanghai Bell

	Lenovo

	Motorola mobility

	Philips

	

	

	

	

	

	


