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1
Decision/action requested

This document provides a KI on determination of application identification.
2
References

[1] 3GPP TR 33.892, Study to enable URSP rules to securely identify Applications (FS_USIA), (Release 18)

3
Rationale

The document provides a key issue on the determination of the additional information to be included in the URSP rule in order to help the UE to identify the application for which the URSP rule is intended to be applied.
4
Detailed proposal

Start of new text
5.X
Key issue #X: Determination of application identification
5.X.1
Key issue details 

The application identity within the traffic descriptor component of an URSP rule is used in the UE to identify the traffic of an application and to map it to the data connection with specific data connection parameters. Since the application identity can be set during the development of the application, and is non-protected, it is not suitable to uniquely identify the traffic of the application, intended to be managed by the operator. The user may install an application on the UE with the same application identity in order to transmit the traffic based on the URSP rule, which was designed to be applied for the traffic of the genuine application. 
The key issue studies mechanisms to help the UE to identify the genuine application for a correct traffic mapping according to the URSP rule.
5.X.2
Threats

Applications may use the identity of the genuine operator managed application in order to transmit the traffic based on the URSP rule, which was designed to be applied for the traffic of the genuine application.
5.X.3
Potential security requirements 
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