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1
Decision/action requested

It is requested to approve the new key issue for 3GPP TR 33.898 V0.0.0.
2
References

3
Rationale

In federated learning scenarios, UEs need to collaborate to train a shared model. UEs not only need to share their local data to train the shared model but also have to be selected based on multiple filters to improve the efficiency of federated learning.
This key issue progresses the study on privacy-preserving federated learning.
4
Detailed proposal

It is proposed to introduce the following key issue to clause 4 of 3GPP TR 33. 898 v0.0.0.
*************** Start of 1st Change****************
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

…

[x]
3GPP TR 23.700-80 V0.3.0: "Study on 5G system support for AI/ML-based services"
*************** Een of 1st Change ****************

*************** Start of 2nd Change ****************

4.X
Key Issue #X: < Privacy protection of UE selection procedure in federated learning scenarios >

4.X.1
Key issue details
In 3GPP TR 23.700-80 V0.3.0 [x], UEs are regarded as FL members in FL scenarios. 
And 5GC/AFs needs to select proper UEs to participate the federated learning procedure, in which AF is in charge of collaborating the selected UE to train the shared model. 
During the UE selection procedure, AF may send UE filtering policies to 5GC. And 5GC may need to select and send the proper UE list to AF based on the filtering policies.

Many kinds of filtering policies can be employed by AFs to choose UEs, in which filtering policies may be related to privacy information (e.g., location) of UE. 

In other cases, AF may need 5GC to expose information of UEs to itself. And AF can select UEs to participate federated learning procedure based on the information that is sent by 5GC. 

Many kinds of information are requested by AF. In some cases, 5GC may need to expose the location information of UE to the AF.

UE Privacy leakage may occur if there are no proper security mechanisms involved in the UE selection procedure.

The following part is captured from 3GPP TR 23.700-80 V0.3.0. These solutions are related to UE selection. We can see sensitive information is required to do the UE selection in federated learning.  

Therefore, privacy protection issue needs to be concerned in federated learning scenarios.
For instance, in clause 6.17 of 3GPP TR 23.700-80 V0.3.0, 5GC needs to leverage the candidate-UE filtering policy that is provided by the AF to select UE in AOI (Area of Interest). In this situation, the location privacy of UE may exposure to the AF when it is selected by the 5GC. The following part is captured from clause 6.17"
The AF provides UE filtering policy to enhanced NEF (eNEF). The UE Filtering policy includes:

-
One or more UE address(es) (IP address or MAC address) and AF Identifier(s) together with the protocol port info: This parameter is used to identify an initial group of UEs for the specific application to be further filtered.

-
Monitoring area (i.e. AOI): the 5GC considers the UE as a candidate UE only when the UE is in the monitoring area (i.e. Area of Interest - AOI)

-
The number of candidates UEs for reporting e.g. select 6 candidate UEs with lowest measurement delay among the group of UEs being monitored for FL operation;

-
The minimum local training data acquisition time interval: select UEs with different data acquisition time(e.g. sensors waking up at different time may gather different data in the same AOI)

-
The minimum separation distance between candidate UEs based on locations: select those UEs that are geographically separated with sufficient distance(e.g. two vehicles close by may overlap in their Field of View and have same or similar data)

-
Data sources of the local training data for the set of distributed nodes: defined by whom the data are generated, e.g. two BMW vehicle may have similar data and less preference than one BMW and one Toyota. "
For instance, in clause 6.18 of 3GPP TR 23.700-80 V0.3.0, it is stated that "
In order to select the UEs with broader dataset which are within the model's applicable area, the AF requests 5GS assistance to support the UE selection by considering the UE's visited AOI info. AF includes the External Group Identifier and the following filtering info as part of the FL UE selection request:

-
Target AOI and historical nomadic period:

-
The Target AOI where the UEs have been roving over the historical nomadic period before moving into the FL coverage area.

-
FL Coverage Area:

-
The FL training server's coverage area, i.e. the coverage area of the FL training server where the selected UEs participate in the FL operation"
For instance, in clause 6.23 of 3GPP TR 23.700 of 3GPP TR 23.700-80 V0.3.0, it is stated that "
The AF tasks Federated Learning Assistance Function (which could be integrated in NEF, NWDAF or be standalone) to propose UEs for FL operation.


The AF indicates a list or group of UEs to choose from, the number of UEs required to perform federated learning cycle, possibly a desired location of UEs in a form of a target area for FL, duration of an iteration and desired average latency for FL iterations. When providing a target area for FL, the AF may provide sub-areas, and provide a percentage of UEs that should take part in FL from each sub-area, and/or a minimum number of UEs and /or a maximum number of UEs that should take part in FL from each sub-area.


Optionally, the AF may provide time when to start federated learning, duration of federated learning, size of input model and/or output model. "
For instance, in clause 6.24 of 3GPP TR 23.700 of 3GPP TR 23.700-80 V0.3.0, it is stated that "
To select UE group to participate in Federated Leaning procedure, the AF for Federated Leaning subscribes to WLAN Performance analytics per UE list from the NWDAF via NEF by invoking the Nnef_AnalyticsExposure_Subscribe service operation, including Analytics ID=WLAN Performance, Analytics filter=AOI, Target of analytics=candidate UE list and preferred reporting granularity=per UE.

2.
Based on the request from the AF, the NEF subscribes to WLAN Performance analytics by invoking the Nnwdaf_AnalyticsSubscription_Subscribe service operation. Wherein, the NEF may map the AOI e.g. geographical area provided by the AF to the area e.g. TA or cell list inside network, and map the candidate UE ID list to the UE ID list used inside the network. "
For instance, in clause 6.25 of 3GPP TR 23.700 of 3GPP TR 23.700-80 V0.3.0, it is stated that "
AI/ML Application Server invokes Nnef_AIMLAssistanceInfo_Request/Nnef_AIMLAssistanceInfo_Subscribe to request/subscribe 5G assistance information with specific conditions for FL operation. The AI/ML Application Server requests FL assistance information for the UE list included in the request. It also indicates that these UEs are authorized by AI/ML Application Server (application side) for FL operation.


The input parameters of the Nnef_AIMLAssistanceInfo_Request service operation can be as below:

-
……
-
Preferred AIML operation time periods (Time periods that the AI/ML Application Server want to perform AIML operation).

-
Whether to request the recommended AIML operation time periods (If indicated, AIML NF/NEF provides recommended AIML operation time periods in the response).

-
Traffic volume for downloading global model and uploading training results.

-
DNN and S-NSSAI.

-
Expected UE Moving Trajectory for each UE in the UE list (e.g. A planned path of movement).

-
Area of Interest (AIML operation for the UEs in the area of interest).

-
…"
For instance, in clause 6.43 of 3GPP TR 23.700 of 3GPP TR 23.700-80 V0.3.0, it is stated that "
The AF selects FL members based on UE location from AMF, subscription data from UDM, and delay and packet drop information reporting from UPF. "
For instance, in clause 6.46 of 3GPP TR 23.700 of 3GPP TR 23.700-80 V0.3.0, it is stated that "
Step 1:


In order to select the UEs with different data sets which are within the FL coverage area, the AF requests 5GS assistance to support the UE selection by considering the UE's current location and direction. AF includes the External Group Identifier and the following filtering info as part of the FL UE selection request:


FL Coverage Area: The FL training server's coverage area, i.e. the coverage area of the FL training server where the selected UEs participate in the FL operation.


When providing a target area for FL, the AF may provide sub-areas (e.g. cell 1,2,3), and provide a maximum number of UEs (e.g. 2) that should take part in FL from each sub-area.

-
Direction: Select the UE with the different direction in the FL coverage Area. "
For instance, in clause 6.46 of 3GPP TR 23.700 of 3GPP TR 23.700-80 V0.3.0, it is stated that "

AF requests to subscribe Nnef_CompositeExposure service indicating parameters as follows:

-
UE list (GPSIs, SUPIs, External Group Identifiers, IP addresses).

-
Analytics ID(s), Analytics Filter Information and etc. as defined in clause 5.2.6.16.2 of TS 23.502 [4].

-
Event ID(s), Event Filter(s) and etc. as defined in clause 5.2.6.2.2 of TS 23.502 [4].

-
Area info (TA/Cell ID, geographical area).

-
Expiry time.
…

NEF replies to AF with the following information.

-
Candidate UE list.

-
Event information (defined on a per Event ID basis).

-
Analytic information (defined on a per Analytic ID basis). "


4.X.2
Security threats
Without privacy protection mechanisms, the privacy information of UE (e.g., location information of UE) may exposure to AFs.
4.X.3
Potential security requirements

5GS should support privacy protection mechanisms for federated learning scenarios.
Privacy protection mechanisms including user consent and federated learning authorization may need to be studied.
*************** End of 2nd Change ****************

