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1
Decision/action requested

It is requested to approve the new solution for KI #1 of 3GPP TR 33.737 v0.1.0.
2
References

 [1]
3GPP TR 33.737 v 0.1.0 Study on Authentication and Key Management for Applications (AKMA) phase 2; (Release 18)
3
Rationale

In 3GPP TS 33.501 [x], it is stated "There are two cases where the UE can be multiple registered in different PLMN's serving networks or in the same PLMN's serving networks. The first case is when the UE is registered in one PLMN serving network over a certain type of access (e.g. 3GPP) and is registered to another PLMN serving network over the other type of access (e.g. non-3GPP). The second case is where the UE is registered in the same AMF in the same PLMN serving network over both 3GPP and non-3GPP accesses. The UE will establish two NAS connections with the network in both cases. 

NOTE: 
The UE uses the same subscription credential(s) for multiple registrations in the same or different serving networks. "
Therefore, how multiple registration will impact AKAM should be studied.
4
Detailed proposal

It is proposed to introduce the following key issue to clause 5 of 3GPP TR 33.737 v0.1.0.
*************** Start of 1st Change ****************

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TR 33.535: " Authentication and key management for applications based on 3GPP credential in 5G （AKMA）".
[3]
3GPP TS 33.220: "Generic Authentication Architecture (GAA); Generic Bootstrapping Architecture (GBA) ".
[x]
3GPP TS 33.501 V17.6.0: "Security architecture and procedures for 5G system (Release 17) "
*************** End of 1st Change ****************

*************** Start of 2nd Change ****************

5.X
Key Issue #X: < Multiple registrations in AKMA scenarios >

5.X.1
Key issue details

In 3GPP TS 33.501[x], it is stated "There are two cases where the UE can be multiple registered in different PLMN's serving networks or in the same PLMN's serving networks. The first case is when the UE is registered in one PLMN serving network over a certain type of access (e.g. 3GPP) and is registered to another PLMN serving network over the other type of access (e.g. non-3GPP). The second case is where the UE is registered in the same AMF in the same PLMN serving network over both 3GPP and non-3GPP accesses. The UE will establish two NAS connections with the network in both cases. 

NOTE: 
The UE uses the same subscription credential(s) for multiple registrations in the same or different serving networks. "
In multiple registrations scenario, UE can register to the home network via 3GPP access and register to the home network via the visited network using non-3GPP access. 
In this case, the UE can request service from AKMA AF through home network or visiting network.
In roaming scenarios of AKMA, AFs needs to consider how to obtain keys from AAnF.
For the case that AF that is located in the visting network of UE, how AF can obtain keys from AAnF when UE request keys through different networks (e.g., home network, visiting network.)
For the case that AF that is located in the home network of UE, how AF can obtain keys from AAnF when UE request keys through different networks (e.g., home network, visiting network.)
 How AKMA AF can handle these requests needs to be studied.


5.X.2
Security threats


TBD
5.X.3
Potential security requirements
TBD
*************** End of 2nd Change ****************

