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1
Decision/action requested

It is requested to approve the new solution for KI #1 of 3GPP TR 33.737 v0.1.0.
2
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3
Rationale

In 3GPP TR 33.737 v 0.1.0 [1], it is stated that " The AKMA architecture may support an authentication proxy to perform the AF functionality residing between UE and AS(s), in order to save the consumption of signalling resources and AAnF computing resources.

The connection between AP and AS(s) should be secured."
In AKMA scenarios, how to introduce AP in AKMA is not defined. For instance, AP can serve as the policy enforcement point in zero trust architecture that is defined by NIST [2], which can securely authenticate UEs for applications behind the policy enforcement point. 
Therefore, a solution is required to enable AKMA to support UE Authentication via proxy in AKMA scenarios.

4
Detailed proposal

It is proposed to introduce the following solution to clause 6 of 3GPP TR 33.737 v0.1.0.
*************** Start of 1st Change ****************
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*************** End of 1st Change ****************

*************** Start of 2nd Change ****************

6.Y
Solution #Y: < UE Authentication via proxy in AKMA scenarios>

6.Y.1
Introduction

Editor’s Note: Each solution should list the key issues being addressed.
This solution addresses the KI #1 of 3GPP TR 33.739, in which authentication proxy is in 3GPP operator domain. 
If target AS is supported by AP, UE will connect to the AP when UE tries to connect to target AS via FQDN, IP address, and port. Specifically, AP is the reverse proxy of the target AS and all the service requests to the target AS will automatically be directed to the AP of the target AS.
With AP, different Application servers reside in the same trust domain may execute AKMA procedures together, which can reduce consumptions of AAnF generating AKMA keys and signalling resources. To enable different Application servers reside in the same trust domain may execute AKMA procedures together, a shared TLS between UE and AP should be built. To build a shared TLS connection to support all target ASs served by one AP, target ASs and AP should share the same AF_ID, which may limits the benefit in term of authentication efficiency improvement.
For the case of AKMA authentication proxy of target AS, the target ASs behind AP can also provide service via AP, which ensures the security of target AS that may not support AKMA protocols. In this situation, target ASs may have different FQDNs (e.g., www.a.com, www.b.com) and these FQDNs can be directed to the same IP address, which is the address of AP. Though AP needs to build a separate TLS for each target AS, the security of target ASs that cannot support AKMA protocols can be improved by AKMA.


This solution not only proposes the AP that can support building shared TLS for AFs behind the AP but also proposes the AP that can authenticate UE for AFs that cannot support AKMA protocols.
6.Y.2
Solution details
           Figure 2.2-1 shows the procedure used by the target AS to authenticate UE via AP, when the AP is located inside the operator network. It is assume that the target AS is also located in the 3GPP operator network domain.
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Figure 2.2-1: Authentication via proxy in AKMA scenarios
It is assume that AP is in 3GPP operator domain. Before communication between the UE and the AKMA AF can start, the UE and the AKMA AF need to know whether to use AKMA. This knowledge is implicit to the specific application on the UE and the AKMA AF or indicated by the AKMA AF to the UE (see clause 6.5 of 3GPP TS 33.535 [2]). 
0. UE needs to access a specific target AS. Target AS is regarded as the application server (AS) here. Each AF has a unique identifier. The AF identifier includes AF_ID, DNS name, IP address of the AF, and port of the AF. AF_ID consists of the FQDN of the AF and the Ua* security protocol identifier. The latter parameter identifies the security protocol that the AF will use with the UE. AP is also an AF. 
      If target AS is supported by AP, UE will connect to the AP when UE tries to connect to target AS via FQDN, IP address, and port. The request to target AS will automatically be direct to AP of the target AS. Specifically, AP is the reverse proxy of the target AS and all the service requests to the target AS will automatically be directed to the AP of the target AS.

     To build a shared TLS connection between UE and all target ASs behind AP, target ASs should share the same AF_ID (i.e., they need to share the same FQDN and Ua* security protocol identifier). If UE tries to connect to the target AS proxied by AP, UE needs to check if it has built a TLS connection with the AP. Since the TLS connection indicates the authentication between AP and UE is completed, AP can relay the service request to the target AS and notifies the target AS that UE is authenticated when all target ASs and AP share the same TLS connection. 

     In the case of target ASs and AP sharing the same AF_ID, the procedure goes to step 1 when UE needs to access a specific target and there is no TLS connection between UE and AP. If there is an existing TLS that is built on the shared AF_ID, the UE sends the target AS service request via the TLS connection.
     In case of target ASs does not share the same AF_ID, the procedure goes to step 1 when UE needs to access a specific target AS and there is no TLS connection built on the AKMA application key of the target AS. If there is an existing TLS that is built on the AF_ID of target AS, the UE sends the target AS service request via the TLS connection.
1.
The UE shall generate the AKMA Anchor Key (KAKMA) and the A-KID from the KAUSF before initiating communication with an AKMA Authentication Proxy (AP). When the UE initiates communication with the AKMA AP, it shall include the derived A-KID (see clause 6.1 of 3GPP TS 33.535[2]) in the Application Session Establishment Request message. The UE shall send the AF identifier of the target AS along the A-KID when it needs to access the target AS via the AP. The UE may derive KAF of target AS before sending the message or afterwards.
2a.
If the AP does not have an active context associated with the A-KID, then the AP selects the AAnF as defined in clause 6.7, and sends a Naanf_AKMA_ApplicationKey_Get request to AAnF with the A-KID to request the KAF for the UE. The AP also includes the target AS identifier in the request. The AF identifier includes AF_ID, DNS name, IP address of the AF, and port of the AF. The AP sends the request via the Naanf_AKMA_ApplicationKey_Get service operation if the policy in AP indicates the target AS needs the UE identity. 
     AF_ID of target AS consists of the FQDN of the AP and the Ua* security protocol identifier. The latter parameter identifies the security protocol that the target AS will use with the UE. 
     The AAnF shall check whether the AAnF can provide the service to target AS based on the configured local policy or based on the authorization information or policy provided by the NRF using the AF_ID of target AS. If it succeeds, the following procedures are executed. Otherwise, the AAnF shall reject the procedure.

target AStarget AS
The AAnF shall check whether the target AS can obtain the UE identity based on the configured local policy or based on the authorization information or policy provided by the NRF using the A-KID and identifier of target AS. If it succeeds, the following procedures are executed. Otherwise, the AAnF shall reject the procedure.
The AAnF shall verify whether the subscriber is authorized to use AKMA based on the presence of the UE specific KAKMA key identified by the A-KID.


If KAKMA is present in AAnF, the AAnF shall continue with step 3. 

If KAKMA is not present in the AAnF, the AAnF shall continue with step 4a and 4b with an error response.
2b. The AP sends the request via the Naanf_AKMA_ApplicationKey_AnonUser_Get service operation if the policy in AP indicates the target AS does not need the UE identity.
     The AAnF shall check whether the AAnF can provide the service to the target AS based on the configured local policy or based on the authorization information or policy provided by the NRF using the AF_ID of target AS. If it succeeds, the following procedures are executed. Otherwise, the AAnF shall reject the procedure.

target AStarget AS
The AAnF shall verify whether the subscriber is authorized to use AKMA based on the presence of the UE specific KAKMA key identified by the A-KID.


If KAKMA is present in AAnF, the AAnF shall continue with step 3. 

If KAKMA is not present in the AAnF, the AAnF shall continue with step 4a and 4b with an error response.
3.
The AAnF derives the AKMA Application Key of target AS (KAF of target AS) from KAKMA if it does not already have KAF. 


The key derivation of KAF shall be performed as specified in Annex A.4 of 3GPP TS 33.535. 
target AStarget AS
4a.
The AAnF sends Naanf_AKMA_ApplicationKey_Get response to the AP with SUPI, KAF and the KAF expiration time.
4b.
The AAnF sends Naanf_AKMA_ApplicationKey_AnonUser_Get response to the AP with KAF and the KAF expiration time.
5.
The AP sends the Application Session Establishment Response to the UE. If the information in step 4 indicates failure of AKMA key request, the AF shall reject the Application Session Establishment by including a failure cause. Afterwards, UE may trigger a new Application Session Establishment request with the latest A-KID to the AKMA AP.
6. The AP can authenticate the UE based on Annex B of 3GPP TS 33.535 [2] using the newly obtained KAF. If the UE is successfully authenticated, AP shall continue with step 7. Otherwise, AP terminates the procedure.
7. The AP sends the authentication result to the target AS if target ASUE is authorized to access the target AS according to its preconfigured policies. If the target AS is authorized to obtain the identity of UE, AP sends the SUPI of UE to the target AS along with the authentication result. Target AS provides corresponding service reseponse to the AP. 
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Editor’s Note: If AS fqdn is used then how authorization will work at the NEF. Currently, NEF authorizes the AF based on existing means. However, how does 5GC know this AP is allowed to access Kaf1 belongs to AS1. 
6.Y.3
Evaluation

Editor’s Note: Each solution should motivate how the potential security requirements of the key issues being addressed are fulfilled.

AP can authenticate UE for target ASs behind AP via AKMA application keys obtained from AAnF.
AP can authenticate UE for multiple target ASs behind AP with one time AKMA application key request when target ASs and AP share the same AF_ID
*************** End of 2nd Change ****************
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