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1
Decision/action requested

It is requested to approve the new solution for KI #1 of 3GPP TR 33.737 v0.1.0.
2
References

 [1]
3GPP TR 33.737 v 0.1.0 Study on Authentication and Key Management for Applications (AKMA) phase 2; (Release 18)
3
Rationale

In 3GPP TR 33.737 v 0.1.0 [1], it is stated that " The AKMA architecture, AKMA procedure and key generation are specified in 33.535[2]. The key issue is to study the following two scenarios in AKMA: 

- If UE is in VPLMN and trying to access the VPLMN AF, then procedures to support such a usecase, with the LI requirement addressed. 

- If UE is in VPLMN and trying to access the HPLMN AF, then procedures to support such a usecase, with the LI requirement addressed."
Therefore, a solotion is required to enable AKMA to support UE in VPLMN to access VPLMN AF that is not in 3GPP operator domain.

4
Detailed proposal

It is proposed to introduce the following solution to clause 6 of 3GPP TR 33.737 v0.1.0.
*************** Start of 1st Change ****************

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TR 33.535: " Authentication and key management for applications based on 3GPP credential in 5G （AKMA）".
[3]
3GPP TS 33.220: "Generic Authentication Architecture (GAA); Generic Bootstrapping Architecture (GBA) ".
[x]
3GPP TS 33.501 V17.6.0: "Security architecture and procedures for 5G system (Release 17) "
[y]
RFC 7542: "The Network Access Identifier"
[z]
3GPP TS 23.503 V17.6.0: "Policy and charging control framework for the 5G System (5GS); Stage 2"
*************** End of 1st Change ****************

*************** Start of 2nd Change ****************

6.Y
Solution #Y: < AKMA Application key request via proxy and NEF in roaming scenarios>

6.Y.1
Introduction

Editor’s Note: Each solution should list the key issues being addressed.
This solution addresses the KI #1 of 3GPP TR 33.739, in which AF is is not in the 3GPP operator domain.
According to clause 13.4 of 3GPP TS 33.501 [x], to securely request service from AAnF, AF may need to obtain tokens form the NRF. And AF needs to leverage the certificate of the NRF to verify the obtained token.

 In roaming scenarios of AKMA, for a specific serving network, different roaming UEs have different home netoworks. To obtain service from AAnFs in the home network of UE, AFs that are located in the serving network have to maintain certificates of NRFs. 

Since there are many 3GPP operators in the world, the total number of certificates is large. And it is a huge burden for every AF in the serving network to keep these certificates and validate tokens with these certificates. An efficient and secure mechanism should be studied to protect the AF and AAnF in roaming scenarios of AKMA.
In GBA scenarios, Zn-Proxy is introduced for NAFs that is connected to the serving network. NAFs only needs to keep the certificate of the serving network, which ensures security and efficiency.
6.Y.2
Solution details
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Figure 6.Y.2-Y: AKMA Application key request via proxy and NEF in roaming scenarios
AAnfProxy functionality may be implemented as a separate network function in the visited network, or be part of any NF in the visited network. For instance, the AAnFProxy can be the AAnf in the visited network by the operator.
It is assumed that AF is not in the 3GPP operator domain. Before communication between the UE and the AKMA AF can start, the UE and the AKMA AF need to know whether to use AKMA. This knowledge is implicit to the specific application on the UE and the AKMA AF or indicated by the AKMA AF to the UE (see clause 6.5 of 3GPP TS 33.535 [2]). 

1.
The UE shall generate the AKMA Anchor Key (KAKMA) and the A-KID from the KAUSF before initiating communication with an AKMA Application Function. When the UE initiates communication with the AKMA AF, it shall include the derived A-KID (see clause 6.1 of 3GPP TS 33.535 [2]) in the Application Session Establishment Request message. As defined in 33.535, A-KID shall be in NAI format as specified in clause 2.2 of IETF RFC 7542 [y], i.e. username@realm. The username part shall include the RID (Routing Indicator) and the A-TID (AKMA Temporary UE Identifier), and the realm part shall include Home Network Identifier. The UE may derive KAF before sending the message or afterwards.

2.
Upon receiving the request, AF detects the home network of the UE based on the A-KID according to 3GPP TS 33.535 [2]. AF should obtain UE information, which include the PLMN identifier where the UE is currently located, the access types that are utilized by the UE, and RAT types that are utilized by the UE. According to sub clause 6.1.3.18 of 3GPP TS 23.503 [z], AF can obtain UE information from PCF using the event report procedure. And AF can verify if UE is roaming by comparing the home network identifier with the PLMN identifier that is sent by PCF. Specifically, UE is roaming if Mobile Country Code and Mobile network Code in home network identifier are not identical to these in PLMN identifier that is sent by PCF. If UE is not roaming, the non-roaming authentication and authorization mechanism among UE and AF can be employed. Otherwise, the procedure continues. 

    If the serving network identifier of UE is the same with the home network identifier of the UE, the AF should get  KAF from AAnF as described in clause 6.3 of 3GPP TS 33.535[2].  In roaming scanrios, if the AF does not have an active context associated with the A-KID and AF is connected to the serving network of UE, to obtain service from AAnFProxy in the serving network of UE, the AF needs to send AKMA Application Key Request to the NEF of the serving network of UE. The request contains A-KID and AF_ID. AF_ID consists of the FQDN of the AF and the Ua* security protocol identifier. The latter parameter identifies the security protocol that the AF will use with the UE.
3. NEF performs AAnFProxy selection to allocate an AAnFProxy Instance that handles the AKMA request. The NEF shall utilize the NRF in the visited network to discover the AAnFProxy instance(s) unless AAnF information is available by other means, e.g. locally configured on the NEF.
   In the case of delegated discovery and selection in SCP, the AAnFProxy NF consumer shall send all available factors to the SCP.
4. Once NEF selects the AAnFProxy, the NEF sends AKMA Application Key Request to the AAnFProxy. The AKMA Application Key Request includes A-KID and AF_ID. 
5a. AAnFProxy performs AAnF selection to allocate an AAnF Instance that handles the AKMA request. 
   The AAnFProxy shall utilize the NRF in the visited network and NRF in the home network to discover the AAnF instance(s) unless AAnF information is available by other means, e.g. locally configured on the AAnFProxy. 


In the case of delegated discovery and selection in SCP, the AAnF NF consumer shall send all available factors to the SCP.
   Once AAnFProxy selects the AAnF, AAnFProxy sends A-KID and AF_ID received from the AF to the AAnF in the home network of the UE. Then go to step 6.

5b. NEF directly sends A-KID and AF_ID to the AAnF via Naanf_AKMA_ApplicationKey_Get Request service operation when NEF is employed to serve as the AAnFProxy. Then go to step 6.
6. The AAnF shall check whether the AAnF can provide the service to the AF based on the configured local policy or based on the authorization information or policy provided by the NRF in the home network using the AF_ID. If it succeeds, the following procedures are executed. Otherwise, the AAnF shall reject the procedure.

The AAnF shall verify whether the AF is authorized to use AKMA based on the presence of the UE specific KAKMA key identified by the A-KID.

If KAKMA is present in AAnF, the AAnF shall continue with step 7. 

If KAKMA is not present in the AAnF, the AAnF shall continue with step 7 with an error response.

   The AAnF derives the AKMA Application Key (KAF) from KAKMA if it does not already have KAF. 


The key derivation of KAF shall be performed as specified in Annex A.4 of 3GPP TS 33.535 [2]. 

7a.
The AAnF sends Naanf_AKMA_ApplicationKey_Get response to the AAnFProxy in the visited network with KAF and the KAF expiration time. And the AAnF may include the GPSI of the UE in the response message. If KAKMA is not present in the AAnF, AAnF sends error response to the AAmFProxy. Then go to step 8.

7b.
The AAnF sends Naanf_AKMA_ApplicationKey_Get response to the NEF in the visited network with KAF and the KAF expiration time. And the AAnF may include the GPSI of the UE in the response message. If KAKMA is not present in the AAnF, AAnF sends error response to the NEF. Then go to step 9.
8. AAnFProxy in the visited network sends the KAF and the KAF expiration time to the NEF. And it will send the GPSI of the UE to the NEF if the AAnFProxy receives the GPSI. If AAnFPrxoy does not receive KAF from the AAnF, AAnFProxy sends error response to the NEF.

9. NEF in the visited network sends the KAF and the KAF expiration time to the AF. And it will send the GPSI of the UE to the NEF if the NEF receives the GPSI. If NEF does not receive KAF from the AAnFProxy, NEF sends error response to the AF.
10.
The AF sends the Application Session Establishment Response to the UE. If the information in step 6 indicates failure of AKMA key request, the AF shall reject the Application Session Establishment by including a failure cause. Afterwards, UE may trigger a new Application Session Establishment request with the latest A-KID to the AKMA AF.
Editor’s Note: Where AF should come to H-AAnF is FFS.

Editor’s Note: How to provide encryption keys to VPLMN is FFS.
6.Y.3
Evaluation

Editor’s Note: Each solution should motivate how the potential security requirements of the key issues being addressed are fulfilled.

AF can verify if UE is roaming using UE information that is provided by PCF.
For AF that is not in 3GPP operator domain but is connected to the serving network of roaming UE, the AF can request AKMA application key via proxy and NEF. 

AF only need to keep the certificate of the serving network, which ensures security and efficiency.

*************** End of 2nd Change ****************
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