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1
Decision/action requested

It is requested to approve this solution for Key issue#2.2 in TR 33.739.
2
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3
Rationale

For Rel-17, it is concluded for authentication between EEC and ECS, EEC and EES, TLS authentication methods shall be used, and the details of TLS authentication method, (e.g., TLS with AKMA as specified in TS 33.535, TLS with GBA as specified in TS 33.222, other TLS authentication methods that uses other than 3GPP subscription credential(s) which is out of 3GPP) are out of scope. Key issue#2.2, was agreed in TR 33.739 to address the issue of selection of authentication method. This solution proposes a mechanism to select one of the authentication method supported by Home network, Serving Network and indicate the same to the EEC.
4
Detailed proposal

*****1st change*****
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*****2nd change*****
6.X
Solution #X: Authentication mechanism selection between EEC and ECS

6.X.1
Solution overview

This solution proposes a mechanism to select one of the authentication method supported by Home network and indicate the same to the EEC addressing the security requirements of key issue#2.2. 
6.X.2
Solution details
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Figure 6.X.2-1: Authentication mechanism selection between EEC and ECS
1. The 3GPP netowork provides the ECS configuration information to the EEC as specified in TS 23.558 [xx]. The ECS configuration information includes the ECS address, ECS provider identifier and authentication method selected by HN and SN.

2. The UE determines the authentication method based on the information received in ECS configuration information. The selection of the authentication method by the EEC, 3GPP network and the ECS can be as follows:

- If more than one authentication methods are supported, the authentication method selected by EEC, HN and SN based on the operator or local policy is selected.

- If one authentication method is selected and indicated then the same should be used by the EEC, HN and SN.

- If no supported authentication method in common, then a default authentication method has to be selected. Defining default authentication method is based on operator policy.    

3. The UE sends the initial provisioning request to the ECS. The initial provisioning request includes the relevant parameter (for example, A-KID or B-TID or OAuth Token) based on the selected authentication method.

4. The UE and the ECS performs the authentication using the selected authentication method.

Editor's note:
Considering UE security capabilities for authentication method selection is FFS.
6.X.2.1
ECS configuration
Table 6.X.2,1-1 describes the information elements of ECS configuration information as specified in clause 8.3.2.1, Table 8.3.2.1-1 of TS 23.558 [xx], with an additional IE to indicate selected authentication method.
Table 6.X.2.1-1: ECS configuration information per ECS
	Information element
	Status
	Description

	ECS address 
	M
	Endpoint information of ECS (e.g. URI, FQDN, IP address)

	ECSP Identifier
	O
	The identifier of the ECSP (e.g., the MNO or a 3rd party service provider) that provides the ECS. 

	Spatial Validity Conditions
	O
	Spatial validity condition, as described in 3GPP TS 23.548 [20]

	Authentication Method
	M
	Selected authentication method (for example, TLS with client-server certificate-based, AKMA, GBA)

	NOTE:
This IE shall be included when the ECS configuration information is provisioned by the MNO through the 5GC procedure.


6.X.3
Solution evaluation

Editor’s Note: The evaluation of this solution is FFS.
*****End of changes*****
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