3GPP TSG-SA3 Meeting #107Adhoc-e 
draft_S3-221523-r1
e-meeting, 27th June – 1st July 2022
Source:
Lenovo, Rakuten Mobile Inc, Interdigital, US NSA, Motorola Solutions, Johns Hopkins University APL, Intel, Center for Internet Security  
Title:
Update of Scope
Document for:
Approval

Agenda Item:
5.21
1
Decision/action requested

This pCR adds Scope information to TR 33.894 related to the skeleton contribution in S3-221520.
2
References

[1] 

SP-220674, ‘New Study on applicability of the Zero Trust Security principles in mobile networks’, Rel.18.
3
Rationale

SA3 Rel.18, ‘New Study on applicability of the Zero Trust Security principles in mobile networks’ was approved as SP-220674 in the last TSG SA#96e which was held during 7-10 June 2022 [1]. Therefore, this pCR adds scope related clarification information to Clause 1 of the related study TR 33.894 considering the justification and objective of the agreed SID proposal.
4
Detailed proposal

SA3 is kindly requested to agree on the pCR below to TR 33.894
*****Start of Change 1*****
1
Scope


The present document studies some Zero Trust Security principles that can be applied to the 5G System core network. The document will further analyse potential threats, study necessary security enhancements, and document various decisions related to solutions as to be adopted or not adopted after evaluating the associated risks and the complexity. The document specifically covers the following aspects. 
· Analyse the 3GPP 5GS security scenarios related to the 5G core network that may benefit from a Zero Trust principle and identify the associated threats.

· Analyse the suitable Zero Trust security mechanisms (i.e., for enabling trust evaluation and ensuring trust) to address the threats identified where potential security risk exists.

· Provide recommendations for support of additional Zero Trust principles in 5GS security architecture with suitable future normative work directions, where such recommendations may include 3GPP 5G security requirements, technical enhancements, and procedural enhancements.

· 
· 
· 
· 
· 
*****End of Change 1*****
