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1
Decision/action requested

This pCR adds a key issue to TR 33.894, related to the skeleton contribution in S3-221520.
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3
Rationale

The core principle of Zero Trust [2] includes continuous trust status validation as core aspect of the key tenets (i.e., monitoring the state, setting access control policies, and implementing real-time verification) and minimizing impacts if any security breach occurs due to external factors or by an insider. Zero trust is a cybersecurity paradigm focused on resource and service protection with continuous trust evaluation. Currently 5GS do not support continuous trust evaluation of the NFs involved in the core network. Therefore, this pCR proposes a key issue, ‘that describes the need for continuous trust evaluation in the 5G core’ for the TR 33.894 related to the approved SID [1].
4
Detailed proposal

SA3 is kindly requested to agree on the pCR below to TR 33.894
*****Start of Change 1*****
5.X
Key Issue #1: Need for continuous trust evaluation 
5.X.1
Key issue details

The 5G system includes heterogenous and varied network functions (NF) deployments which may face issues such as the NF may run into errors due to configuration issues, the NF may get exposed to insider threats or cyber attacks etc., Once a NF is compromised or under attack, the services offered by the NF may also be impacted. Lateral movement of the threat to other connected NF can further increase the threat surface. So, the trust over any NF once deployed may not be assumed static and intact throughout its lifetime despite various existing security pre-configurations (such as to support authentication or authorization etc.,). Various lifecycle events (apart from static configuration at deployment) may impact the trust level (for e.g., X.509 certificates lifecycle events such as expiry, renewal, revocation etc.). Currently there is no feature in 5GS which can support to continuously evaluate the trust level of any NF(s) involved in the 5G core network to enable explicitly trusted NFs. Early identification of compromised NFs and misbehaving NFs by observing and continuously monitoring their security state, behaviour and environmental attributes can help to apply necessary and relevant mitigation steps and to improve the overall security posture.
For example., if any of the core network functions (e.g., SMF, UPF, AF etc.,) deployed at the edge is compromised then it may impact the other core network functions (e.g., NRF) when connections are established with the compromised NFs. Currently to allow service access among NFs authentication and authorization are done, but, if dynamic trust evaluation is done in addition, can largely help to identify the impacted NFs in the core network as required and policy set by the operator.
5.X.2
Security threats

If any NF is under threat or compromised in the core network, lack of dynamic or continuous trust evaluation will allow the impacted NF to remain unidentified in the network, which may lead to service failure, data loss/theft, or lateral movement of the attack.
5.X.3
Potential security requirements

The 5GS shall support mechanisms to continuously evaluate and ensure continuous trust in the core network.


*****End of Change 1*****
