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1
Decision/action requested

This contribution contains a proposed scope for TR 33.891.
2
References

None
3
Rationale

This contribution contains a proposes a key issue on the security of unicast connection for DAA for inclusion in TR 33.891.
Several solutions in TR 23.700-58 [1] propose to use unicast connections over PC5 to carry the UAS related traffic. Such connections require PC5 signalling to establish the connection and hence the security of such signalling should be studied. Although there may be application layer protection on the UAS traffic, the ability to protect the user plane can provide some privacy protection to the connection as it prevents it leaking the type of traffic being carried. 
4
Detailed proposal

It is proposed that SA3 approve the below pCR for inclusion in TS 33.891.
**** START OF CHANGES ****
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[aa]
3GPP TR 23.570-58: " Study of further architecture enhancements for uncrewed aerial systems and urban air mobility".
**** NEXT CHANGE ****
3.3
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].


DAA
Detect And Avoid

UAV
Uncrewed Aerial Vehicle
**** NEXT CHANGE ****

5.X
Key issue #X: Security of DAA unicast connection

5.X.1
Key issue details
Some solutions for transport of DAA traffic discuss using a unicast connection . In such cases, signalling might be needed to establish the connection between the appropriate entities and hence would need protection which could also be applied to the user plane. 
5.X.2
Security threats 
Signalling messages and data sent using a unicast connection for DAA can be modified or eavesdropped by an attacker.
5.X.3
Potential security requirements

The 5GS shall support the ability to confidentiality, integrity and replay protect any 3GPP signalling traffic used to establish and manage the unicast connection for DAA and any user plane of such a connection.
**** END OF CHANGES ****

