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1
Decision/action requested

This contribution contains a proposed scope for TR 33.891.
2
References

None
3
Rationale

This contribution contains a proposed scope for TR 33.891.
4
Detailed proposal

It is proposed that SA3 approve the below pCR for inclusion in TS 33.891.
**** START OF CHANGES ****

1
Scope

The present document  investigates and identifies the security and privacy threats and corresponding security requirements for Uncrewed Aerial Vehicles (UAVs) and Urban Air Mobility (UAM) that derive from the architecture and system level enhancements studied in TR 23.700-58 [aa]. Furthermore, the present document considers solutions and analyses these to make recommendations for possible normative work taking into consideration the conclusions of TR 23.700-58 [aa].
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[aa]
3GPP TR 23.570-58: " Study of further architecture enhancements for uncrewed aerial systems and urban air mobility".
[bb]
3GPP TS 22.125: "Uncrewed Aerial System (UAS) support in 3GPP".

[cc]
3GPP TS 23.256: "Support of Uncrewed Aerial Systems (UAS) connectivity, identification and tracking".
[dd]
3GPP TS 33.256: "Security aspects of Uncrewed Aerial Systems (UAS)".
**** NEXT CHANGE ****

3.3
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].

C2
Command and Control
DAA
Detect And Avoid
UAS
Uncrewed Aerial System
UAM
Urban Air Mobility
UAV
Uncrewed Aerial Vehicle

**** NEXT CHANGE ****

4
Overview


Requirements for UAS (Uncrewed Aerial System) are defined in TS 22.125 [bb] with some specification done to address those requirements done in TS 23.256 [cc] and TS 33.256 [dd]. The present document will study the security issue arising from the study in TS 23.700-58 [aa] TS 23.700-058 [aa], which covers: 
 -
a mechanism to transport Broadcast Remote Identification and Command and Control (C2) communications via the 3GPP system; and 
-
a mechanism to support aviation applications such as Detect And Avoid (DAA).

**** END OF CHANGES ****

