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1
Decision/action requested

This contribution proposes a new KI for EDGE2.
2
References

3
Rationale

This pCR proposes to add a new KI.
4
Detailed proposal

It is proposed to approve the following changes for inclusion in TR 33.739.
***BEGIN OF First CHANGE***

5.2.X

Key issue #1.X: Data protection for the fast and efficient network exposure procedure
5.2.X.1 
Key issue details 

TR 23700-48 [2], clause 5.1.2 defined use cases that may benefit from exposure of additional data via the Local UPF/NEF including describing (on a high level) the characteristics of the data and data delivery to fulfil the use cases. However, how to protect the data between UPF and AF is not defined. And the security requirement is also required to solve this data leakage or tamper risk if the protection is not available between them.
It is suggested to study whether the existing security mechanism can be reused here for the data protection, and which security requirement should be captured here.
5.2.X.2
Threats

Exposed data between UPF and AF may be intercepted or tamperrd if protection is not available.
5.2.X.3
Potential security requirements 

5G system should support a security mechanism to protection the exposed data between UPF and AF.
NOTE: The output of the  FS_ UPEAS needs to be take into account for this key issue.
*** END OF second CHANGE ***


